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Design of Social Recovery Scheme Based on DKIM and
Zero Knowledge Proof

HUANG Shi-long,ZHOU Xun,LIANG Pei-li
(School of Blockchain Technology ,Chengdu University of Information Technology,Chengdu 610225, China)

Abstract; The rapid development of blockchain technology has promoted the widespread adoption of decentralized account management,
particularly in digital asset and identity management. However, traditional private key management methods come with the risk of key
loss or exposure , whereby users lose permanent control over their assets if they lose their private keys. Recently, smart contract—based
abstract accounts have emerged as a new decentralized digital identity management approach. This approach not only enhances user data
privacy protection but also allows users to control their identity information autonomously , providing a trustless and tamper—proof method
for identity verification. Smart contract accounts bind user identities through smart contracts, enabling the automated execution of identity
verification and asset management tasks and granting users autonomous control over their digital assets. Many existing solutions leverage
secure multi—party computation (MPC) technology to split the private key into multiple fragments stored across various locations, thereby
preventing single points of failure. Only when a certain number of participants collaborate can the private key be reconstructed. Although
this method enhances security,in practical applications, private key recovery can fail when the required threshold cannot be reached. To
address this issue, the proposed solution combines MPC technology with a DomainKeys Identified Mail ( DKIM) for social recovery ,in-
troducing email verification and zero—knowledge proof as a fallback mechanism for private key recovery. This way,even if the threshold
condition is not met,users can regain access to their contract accounts through secure social recovery. The proposed approach enhances
both the flexibility and security of private key management, offering new avenues for digital asset management within the blockchain eco-
system.
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contract Wallet is Ownable, PlguinRegistry, Initiallnterfaces {
ISocialRecovery public socialRecovery ;
uint public nonce;
uint public recoveryNonce;
uint256 public emailHash;
modifier checkNonce (uint256 _nonce) |
require(nonce + 1 == _nonce, "Invalid nonce" ) ;
nonce++;
f
function initialize ( address _ socialRecovery, address owner,
uint256 _emailHash) public |
socialRecovery = ISocialRecovery( _socialRecovery) ;
super. _transferOwnership ( owner) ;
emailHash = _emailHash;
f
receive( ) external payable { |
function auth (
address to,
uint256 amount,
uint256 _nonce,
bytes calldata payload,
bytes calldata sign
) internal view |
bytes memory data = abi. encode ( to, _nonce, payload, a-
mount) ;
bytes32 hash = keccak256(data) ;
address addr = ecrecovery (hash, sign) ;
require(addr == owner( ), " Auth failed: Only owner!" ) ;

B4 JFadikp o) X e R

A% Social Recovery & 2 (LB LK 5) , & 218
1M 3 oK B04% % — 4> IDKIMPublicKeyOracle M1 , i
B oracle 78 &, F DL 25 i FF i 5l 44 9 RSA A 4.
DKIM %44 fff F 22 510 % #E 47 B 4 35 0, i 30 5 ML
(Oracle) M4 T DKIM AHAE W DIRE, XFE—K,
B 2T DLIE o 5 AL S I AR 4 ik i s A B MR
K DTSSR MR A A LS

SocialRecovery & 2495 BT 38 1k Ml B 1y 36 iF K
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HEATIAIE , -8 5 R IE BT ER PR UE ] 2 S0 B A
B Y RE A PR R 52— DKIM %0 1 5 ML 3L (1D-

KIMPublicKeyOracle) , LAfE 7 56 ik i 2 b BE A% 52 1 £
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contract SocialRecovery |
using strings for * ;
IDKIMPublicKeyOracle oracle;

constructor ( address _oracle) |
oracle = IDKIMPublicKeyOracle( _oracle) ;

|
struct Headers |
strings. slice dkim;
string from;
f
struct SigTags {
strings. slice d;
strings. slice i;
strings. slice s;
strings. slice b;
strings. slice bh;
strings. slice cHeader;
strings. slice cBody ;
strings. slice aHash
strings. slice aKey;
strings. slice[ | h;
uint 1;
!
function verify (
string memory toSign,
string memory body,
string memory sign,
uint recoveryNonce,
address newOwner,
bool base64Encoded
) public view returns ( bool success, string memory from)
{
SigTags memory sigTags;
Headers memory headers;
headers = parse( toSign. toSlice( ) ) ;
from = parseFrom ( headers. from) ;
strings. slice memory dkimSig = headers. dkim;
(sigTags, success) = parseSigTags( dkimSig. copy( ) ) ;
require ( success, " parse sig tags failed" ) ;
success = verifyBodyHash( body, sigTags) ;
require( success, " verify body hash failed" ) ;
success = verifySignature( sigTags, toSign, sign) ;
if (! success) |
return ( false, from) ;
!

if (! verifyBody ( body, recoveryNonce, newOwner,
base64Encoded) ) |
return (false, from) ;
i
return (success, from) ;

B5 AR EAE Y P KR
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