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Realization of Source Address Validation Based on Path Queryability in
Campus Networks
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Abstract: As the development of communication technology and new generation network, campus network has been more and more
widely used in many real-life scenarios,and its security problems have attracted the attention and research of many researchers. Without
detecting and tracking the source address with security threats, it is easy to make the network host devices suffer from attacks, which
triggers a series of network security problems. To address that,we propose a source address validation architecture framework for campus
network based on path queryability , which firstly needs to establish the sniffing for host granularity source address verification, and then
realizes the information synchronization between the route and switch devices in the campus network through the Open Shortest Path First
protocol ,meanwhile , informs and records the information about the host traffic data path propagation,constructs the black and white lists
according to different interface types and generates the information table entries and the filtering. In addition,based on the above design
logic of the verification framework, we design a prototype router and conducts experimental tests on the publicly available network
equipment test benchmark RFC2544 | and the experimental results show that the proposed verification framework has a more significant
performance. The authentication framework effectively solves the problem of authentication and traceability of the source address by dy-
namically synchronizing the list filtering lookup table with the path—queryable message information, avoids the source —less security
threat,and achieves the low-latency , multi—protocol—supportable authentication of the real source address of the campus network.
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