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Abstract; The Square block cipher was proposed by Daemen et al. at the Fast Software Encryption ( FSE) conference in 1997. It uses
the Substitution Permutation Network ( SPN) structure,and its block length and key length are all 128 -bit. Because of its novel design
and efficient implementation, also as the predecessor of AES, Square are extensively received attention by cryptographic community. Mo-
reover , the meet—in—the—middle attack is one of the important cryptanalytic methods. How to research the security of Square block cipher
against the meet—in —the — middle attack appears to be an interesting topic. In this paper,a new 3.5 —round meet—in - the — middle
distinguisher is constructed by using the structural characteristics, truncated differentials of the Square and differential enumeration
technique. In particular,the partial linear relationship between the subkey and master key in the key schedule is deduced via key bridge
technique. Therefore,a new meet — in — the — middle attack on 6 —round Square is proposed by adding 1 round ( forward encryption
operation) and 1.5 round (backward encryption operations) on 3.5-round meet—in-the—middle distinguisher. This attack requires the
data complexity of 2'° chosen plaintexts, the time complexity of 2! 6-rounds encryption operations,and the memory complexity of 2%
blocks. Compared with previous attacks, this attack can effectively reduce the data complexity , time complexity ,and memory complexity.
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