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Abstract ; Distribute Denial of Service (DDoS) is one of the common network attack methods, which poses a significant threat to the in-
creasingly influential blockchain network. Ensemble learning models, including the Stacking method,have great potential in DDoS attack
detection , and Stacking requires adjusting the combination of learners when facing different types of datasets. We use the Stacking method
to detect blockchain DDoS attacks, use Bayesian optimization to determine the hyperparameters of each learner, and also use the
Arithmetic Optimization Algorithm ( AOA) to select a combination of base learners to solve the problem of manually adjusting learners.
The experiments are conducted on blockchain network attack traffic datasets and Bitcoin exchange trading data, and the comparison is
carried out by three evaluation indicators; accuracy, attack data omission rate, and macro average accuracy. The proposed method is
superior to the other three common ensemble learning algorithms in terms of performance on these two different types of datasets. We
also explore how the attack detection performance increases with the increase of the experimental dataset size. Through experiments, it
can be proven that the proposed method can effectively detect blockchain DDoS attacks on different types of datasets.
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