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Research on DDoS Defense Mechanism Based on
Blockchain and Queuing Theory
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Abstract; In Software Defined Networking ( SDN) , the control layer is easily threatened by Distributed Denial of Service ( DDoS )
attacks. Attackers send a large number of requests to the SDN controller through malicious requests or data streams, leading to the
depletion of controller resources and the inability of the controller to function properly. Therefore,preventing and handling control layer
DDoS attacks is crucial for SDN security. We propose a DDoS attack detection and defense mechanism based on blockchain and queuing
theory. This defense mechanism combines blockchain technology and designs a new SDN architecture model. The model reconstructs the
SDN control layer by adding capacity monitoring module, security module, and blockchain module. The capacity monitoring module is
based on queuing theory and calculates the length threshold for entering the controller packet queue. When the number of packets in the
queue exceeds the threshold twice in a row or the controller rule table capacity reaches 70% ,an alarm is triggered. The security module is
used to trigger the alarm and perform DDoS feature matching on the data packets that have set the alarm. If it is determined to be
abnormal data,the packet summary information is uploaded to the blockchain. By using smart contracts to share the abnormal packet in-
formation summary, it can not only prevent excessive information from being recorded on the blockchain and causing system load, but
also enable SDN network information to reach consensus. We conduct simulation experiments on the proposed attack detection and
defense mechanism, selecting the most effective parameters. The experimental results show that compared with similar systems, the
detection rate of abnormal data streams and the false alarm rate of normal data streams in the proposed mechanism have been improved.

Key words ; blockchain ; distributed denial of service; queuing theory ;capacity monitoring ; software—defined networking ; smart contracts
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