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A Secure Structure of S-Box Against DPA Attack Based on
Random Complement
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Abstract; As an important side channel attack method, DPA attack ( differential power analysis attack) has become one of the main
threats to encryption algorithms due to its high success rate. In the block cipher algorithms ( AES,SM4 ,etc. ) ,S-box is the only one non—
linear operation, which significantly influences the security of the corresponding encryption algorithms. Typically,there are usually three
methods that can be employed to implement S — Box: look — up table method, combination logic, and composite field method.
Comparatively ,composite field method can offer advantages in hardware implementation such as high performance and low area by de-
composing the inversion operation on GF(28) in S—Box into a low-order field. We propose a composite field S—box secure structure
against DPA attack based on random complement, and accordingly design two types of AES security structures against DPA attacks. One
is based on random complement of S—box (RC-AES) ,the other is based on the combination of random complement of S—box and first—
order masking (RC-M-AES). Experimental results demonstrated that RC—AES structure can effectively anti-DPA attacks with only a
small increase in area overhead compared with AES based on masking protection in known literatures. It implies that the proposed RC—
AES structure has a significant area advantage. At the same time ,RC-M-AES structure can gain a higher security by combining random
complement and first—order masking with a small area overhead compared with that based on pure masking technology. Furthermore,the
proposed S—box secure structure has good generality,and it can be applied to not only AES but also any encryption algorithm using sub-
stitution functions to be the only non-linear operation.
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