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A Bill Trusted Management Scheme Based on Blockchain
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Abstract: The conventional bill market faces challenges like information asymmetry ,human errors,and low supervision efficiency due to
its centralized management model centered on the electronic commercial bill system. Consequently,doubts arise regarding the authenticity
and security of bill transactions. In response, we propose a trustworthy management solution for bill transactions based on blockchain
technology. Leveraging the decentralized , tamper —resistant, and traceable nature of blockchain, the scheme designs decentralized data
structures and verification mechanisms, which enables decentralized and trustworthy storage of transaction contracts, ensuring the
authenticity of transaction backgrounds. Furthermore, a decentralized verification approach establishes a mechanism to verify the
authenticity and integrity of bill transactions, facilitating trustworthy validation of transaction data. Additionally,by integrating blockchain
technology with trusted execution environments,a remote verification mechanism for node identity is established, ensuring decentralized
authentication of participant identities. Simulation implementation and testing of the proposed scheme using the Hyperledger Fabric
blockchain platform validate its efficacy in achieving trustworthy management of bill transaction contracts and issuance.
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dx3yD(Y,E(x,m)) (2)
VaVy(D(y,E(x,m)) —K(x,y)) (3)
B(x) — V(x) (4)
B(x) — ValidateCertificate( ) (5)

Ix3y(B(x) A S(y) A DH(x,y) —sek) (6)
dxdy(B(x) N S(y) AN D(S(y),E(r,sek)))
(7)
Jx3y(B(x) AN S(y) A D(B(x),D(r,sek)))
(8)
Hop A2 3 2, o E(x,m) R HAH
x XHE m AT, D(y,E) £ HANFXTESCE
PEATAR S DH( 2,y ) RANERAT 1 8 2 I SGX 5 iy Z
Al #£47 Diffie—Hellman % 415 e s, r F7m BEALEL,
sek RRSTEEY, A 4 FoRAEBRAT AT LU
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Hyperledger Fabric 1 A X Bt S 457 5 (4.0 H
AT AT {5 28 5 M 4%, 1% SCTE Intel Core i5 -
8250 CPU @ 1. 60 GHz 1. 80 GHz, %& 4t iy CentOS
Linux release 7.9.2009 |- #%# Hyperledger Fabric V2.1
XHEER 2 B RE G 29k PEh go tH S W5 MR, I
TE Docker 5% N iz 47, 7E CentOS #:4F R 48 I il &
Dockerl7.12. 1 @47 ¥ 55, JF %% T Docker compose
T HPUVE B B S5 4%, 7E Hyperledger Fabric [
2o XA UM AGH T8 5 75 BT LML R BE 5 24
PITEM 2% F 3T .

DLEYES K ) SR8 28 A B ik 1Y B BE A
FHAL T

Bk IssueBill

M cargs [ Istring; 285 05 R4 TE B

Hii HH ; peer. Response ; 1% 1] A% M i %] 42

1 . function IssueBill(args) :

29 PR

2. if args.length | = 7.
3. return Error ( " Incorrect number of arguments.
Expecting 7" )
4. bill ;= createBill( args)
if existsBill(bill ) ;
return Error( " Bill already exists" )

5

6

7. if not validateContractIntegrity ( bill. contract) ;

8 return Error( " Failed to verify transaction contract)
9

putBillOnBlockchain ( bill )
10:  return Success(bill)
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