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Design of an Enhanced Zeek Network Traffic Collection and
Monitoring Analysis System
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(1. School of Communication and Information Engineering, Shanghai University , Shanghai 200444 , China;
2. Shanghai Boyi Information Technology Co. ,Ltd. ,Shanghai 200030, China)

Abstract; With the development of computer technology and network attack methods, the need for network monitoring continues to be
strong. We present a network traffic collection, monitoring and analysis system based on enhanced Zeek. The system is designed to
address the discrepancy between enterprises and institutions’ current network monitoring capabilities and their actual needs. It also aims
to provide a reusable,integrated system for traffic management. The system utilizes Zeek’ s scalability and incorporates multi—port identi-
fication and customized collection intervals to achieve a more accurate and flexible collection of network aggregated traffic. It then
combines locally stored collected data with persistent storage to comprehensively analyze network security data on the web. The system
enables personalized collection,real—time monitoring, and traceability analysis of traffic data in large—scale network environments and
reduces information latency while ensuring the smooth operation of existing application systems. It provides a foundation for further
expansion into other application modes.
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Hook LongConnection: ; long _policy ( rec; Conn; ; Info, if:
Log..ID, filter: Log: :Filter) {

local temp = rec $ orig_bytes;
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