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Reputation Check Algorithm Based on Mobile Security Agent
Route Planning

ZHANG Xiao-xin,LIU Jia-xu,CAI Wen-guang,LIU Chao,ZHANG He-yao
(School of Software , Liaoning Technical University , Huludao 125105, China)

Abstract; To address the problem of not being able to determine the worker validation of route planning algorithms in the worker self—se-
lection task model, a reputation check algorithm based on mobile security agents is proposed. Firstly ,k—mean clustering of tasks based on
Euclidean distance with region restriction narrows the set of mobile security agent candidate tasks,which reduces the time complexity of
the route planning algorithm. Secondly,an algorithm for optimizing the route of mobile security agents by using the weight £ is proposed.
The algorithm comprehensively considers the number of checkable workers, distance cost and deadline to calculate the task weight, and
finds the best insertion position based on the maximization of task weight to establish and update the execution route of mobile security a-
gents. Finally,the worker reputation model is established by comparing the results of the data submitted by the mobile security agents and
the ordinary workers by means of random inspection. The model uses the expectations of the three parameters of believability,
disbelievability and uncertainty to describe the reliability of the workers. Experiments are conducted on the synthetic dataset and the
gMission real dataset for the reputation check algorithm, which show that the data collection quality of the reputation check algorithm
proposed is improved by 13% ,and the route planning algorithm reduces the travel cost of mobile security agents by 11% on the basis of
ensuring the quality of sampling.
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i : Mobile security agent m , clusters p and tasks set S =
<'s,,8,,",s, > and worker reputation p’ .

#i il . The updated route R, and Reputation Level g/ .

1: With p mobile security agents as the initial mean pointers
<my,my,e,m, >

2:For(j <n)|

3: Calculate the task s; and the Euclidean distance of each

mean variable m; :c; = | s, —m, l,

4. If(c; <g,)
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6: |
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8: 6, «0
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16 |
17: J
18 |
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Hii . The Updated Reputation Level p/
1:If(a==1){
2. Consistent results p/
. Calculate the final expected value by using Equation 11
i
df(a ==0){
: Inconsistent results p/
. Calculate the final expected value by using Equation 12

else |

O 0 N N LK B~ W

Not identified p/

10; Calculate the final expected value by using
Equation 13

11 }

12 }

13:Return Get the reward value based on the final expected

value by using Equation 14
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