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Unknown Application Layer Protocol Recognition Method
Based on Improved AE-CM
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Abstract ; Existing unknown protocol recognition methods suffer from insufficient feature extraction ability and inaccurate clustering as-
signments , which affect the accuracy of recognition results. AE-CM( deep autoencoder with embedding clustering module) addresses the
issue of asynchronous optimization in deep clustering models and improves the accuracy of clustering assignments. The proposed DAEC—-
NM is based on the AE-CM. The feature extraction part of the AE-CM is improved by introducing high—dimensional convolution,
temporal convolution network, and adjusting the structure of multi — layer perceptron. To obtain more comprehensive protocol
information, DAEC-NM collects neighbor samples through the neighbor model and analyzes the local correlation features to ensure the
accuracy of clustering results. Finally, we use an attention mechanism to capture the importance of features, and set effective initial
weights for the clustering module to resolve the slow update problem in the clustering module. Experimental results show the DAEC-NM
can effectively improve the accuracy of unknown protocol recognition.
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