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JWT Strong Identity Authentication Scheme Based on SM9
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Abstract; With the rapid development of network information technology, the application scope of identity authentication is continuously
expanding. JSON Web Token (JWT) ,as a token—based identity authentication technology , has been widely used in web applications and
API fields to achieve simple and reliable identity verification and secure communication. However, insufficient understanding of JWT
standards and technical details among developers often leads to various security vulnerabilities in practice. We analyze security issues
related to JWT technology that have emerged in recent years,including " none" algorithm bypass, sensitive information leakage , algorithm
obfuscation attacks,and key enumeration attacks. To address these issues,a JWT strong authentication scheme based on China’ s national
encryption standard SM9 is proposed. This scheme employs the SM9 public key cryptography algorithm for JWT signing and
verification, and combines a verification mechanism based on timestamps and random numbers to enhance the security and reliability of
the algorithm. A security analysis of the proposed scheme indicates that its implementation method is relatively simple,and it is effective
in preventing various common JWT security vulnerabilities. The scheme also exhibits good security and usability , providing an efficient
and reliable solution for secure application of JWT technology.
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"typ": "IWT"
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"iss" : "Token Builder" ,

"iat" ; 1680163910,
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"sub" . "tom@ webgoat. org" ,
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"Email" ; " tom@ webgoat. org" ,
"admin" ; " true"
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"username” : .
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GET /JWT/getName HTTP/1.1 1 HTTP/1.1 200

Host: 127.0.0.1:6098 2 Content—Type:
User—Agent: Mozilla/5.0 (Windows NT 10.0; text/html ; charset=UTF
Win64; x64; rv:102.0) Gecko/20100101 -8

Firefox/102.0 3 Content-Length: 49
Accept: 4 Date: Fri, 31 Mar
text/html, application/xhtml+xml, application/xm 2023 03:28:14 GMT
1;q=0.9, image/avif, image/webp, */*;q=0. 8 5 Connection: close
Accept-Language: 6

zh—CN, zh; q=0. 8, zh—TW; g=0. 7, zh-HK; q=0. 5, en-US; q T iat B EHNR !

=0. 3, en; g=0. 2 8 token%:Z, HHEFIHEF!
Accept—Encoding: gzip, deflate

Referer: http://127.0.0.1:6098/index/ jwt
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LDE4c5CVHT/VTWYrD1oiRH/duaZtSwYoTwPoZFvEtgEovy
B2PQgo9r9y1bpSn1THKt3r f geUNxPQr thh+0vFA4RONQP1
kfL186ky0TqLe+YENnAlSpLiRdMCT/

Upgrade—-Insecure—-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch—Mode: navigate

Sec-Fetch-Site: same-origin

Sec-Fetch-User: 7?1

R 2 & &R B < &2
3.4 TFIHLHE 3T L ED ( Header ) B “ none” B i% %31
W&

SO TH 32 25 Sk alg 80K E 4 “ none”
B J i MR 55 24 AN A T S IE 25 24 1 L 78 AT 80 %
Frum T T 44 1) Token WA HEAT HE IR T A) 1% SCHR
R IE T 2 25 24 AR S R 2 JE AR vp s LI
2 SM9 BV TINE, 5 alg Z280CK; R Y4 alg 2
BUEARET SMO i, A JwiToken $E2305%, B9 K
B P 545 “ none ™ FLVA 1Y JWT ] il 55 #8% 3 oK %

PR
etty Hex B E
GET /JWT/getName HTTP/1.1

Host: 127.0.0.1:6098
User—-Agent: Mozilla/5.0 (Windows NT 10.0;

Select extension... Vv -Rnw Hex Ram

1 HTTP/1.1 200

2 Content-Type:
text/html ; charset=

Win64; x64; rv:102.0) Gecko/20100101 UTF-8

Firefox/102.0 3 Content—Length: 51

Accept: 4 Date: Fri, 31 Mar

text/html, application/xhtml+xml, application/ 2023 07:00:22 GMT

xml ; g=0. 9, image/avif, image/webp, */*; q=0. 8 5 Connection: close

Accept-Language: 6

zh—CN, zh; g=0. 8, zh-TW; g=0. 7, zh-HK ; g=0. 5, en—US 7 tokenZ5HIHYIR !

1q=0. 3, en; g=0. 2 8 token®:Z%, IHHEH

Accept—Encoding: gzip, deflate ok

Referer: http://127.0.0.1:6098/index/ jwt

Connection: close

Cookie: JSESSIONID=

549C251A6AC086F91CT266C8TAFES591; JWT_TOKEN=

ey J0eXA101 JKV1QiLC ThbGei0i Jub2511In0. ey J1c2V]

ZCI6I11XUnRhVzQiLC J1eHA1 0 jE20DAzMT g4NDkxMDUs

ImlhdCI6MTY4MDIzMjQOOTEWNHO.

Upgrade—Insecure—Requests: 1

Sec—Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch—-Site: same-origin

Sec—Fetch-User: 7?1

Q 9 "’Tiﬁ‘nﬁﬁ‘]’ﬁ‘%%ﬁ ( Header) é'IJ “none” ;é-/%
Leid K E MR K

3.5 TEMRPIETITE T ( Payload ) BIEURHS St BIN S
JWT TEZK AT ( Payload ) #5843 F7 5 T FH 7 SR 4 4
Sr BAEAT B IAUE | SR ¥ & 2 A8 7 B P SE 44
B3 B SO AR DGR B M 2 R BUURE B
MHEE T, 12 SCHE AR 7 58 B 5% 84 ( Payload )
B 43 T B WA F P SRS B AT T g R A
JF HANHKE FH P 508 BAE TR 2 L JwiToken HY, fR1IE
THIPE BBy 2 By 1k BURAF B R s i ) B
& 10y B 40 3 i 5 3K 4 h8L JwiToken J5 fif % (1)

N
ES
Headers = {
"typ": "JWNT",
"alg": "SM9"
Payload = {

"useld": "YwRtawd",
"exp": 1680060699246,
"iat": 1679974299246

Signature = "KR5G705R1p04aTBcVhkax |caR95p_4cAl2gFUALVNSpG A"
B 10 %% A8 JwiToken
3.6 TAMHKILE X% & (Signature) E LIRS &

I SCHR BN 7 8 B BUIR 55 25 R T RAH A= 1
B4 %% P AV IR 55 g AT AR A S 1 T 2 4 1
UE , I .25 4% 10 A RN 56 UE 1 A AR S 3 1 [ % SM9 5%
%, 5ag 2K, At alg 8 EAETF SM9
i, 2> J8 JwtToken H5 45 K0 T2
3.7 TWRIEITE & (Signature) S W&

IZSCHE IR 7 58 T 1 2 44 02 [ % SM9 Bk
A I, T2 2 P R 8 b 2 52 B A 35 F b TR
B  BARE L e PR I nfgae 1, I
H P AL AR Y R A Y ERAH R P dn il A:
B BB AR TP AR IR A AT e a5
) AR IO P R, DT T 32 A At o 3 5, 1B 1
L R G
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<116 - HEPLH AR &R

5 34

7725 1 . Microsoft Azure Active Directory ;

7% 2 A BRI OB

UE EIBGE N
4.2 HARZUSMHE

2 CAE Windows 10 64 NV EAE R G T, HET
JDK 1.8 HEREE A Intelli] IDEA 2021.2. 1 FF& V-5, 5%
BT =T B/S MY B NIETr 58, o iz g5 4%
iR T SpringMVC F1 Mybatis HEZ2HE47 I 4, 7 2 1Y
N AW (I

IR 55 #h AR A P Alice BHRHRIRA AT 254

/7 PR

String id_A = userld;

// ¥ AE Header £ Payload #543

String orgHeader = headerJson. to String( ) ;

String orgPayload = bodyJson. to String( ) ;

7/ IR BITH B, msg

String msg = getMsg( orgHeader, orgPayload , iatBytes ) ;

// Header Fl Payload 43 #1417 base64url 4ifith

String header = base64URLEn (orgHeader) ;

String payload = base64URLEn( orgPayload) ;

// JTE B msg #1744

String signatrue = sm9JwtUtils. sm9_sign(kgc,sm9,P_pub, ks,
id_A,msg) ;

7/ MR JWT

String JwtToken = joinWithDot ( header, payload , signatrue ) ;

I 55 ds s B TR 2 44

/7 JWT & Ji g e

String header = base64 URLDe ( tokenParts[0] ) ;

String payload = base64URLDe ( tokenParts [ 1 ]); String
signature = tokenParts[2];

// fERT payload 43

JSONODbject payloadJson = new JSONObject( payload) ;

7/ R FHRIR

String id_A = payloadJson. get( " useld" ). to String( ) ;

/7 FRH tar T B R, TR 7 R

byte[ ] iatBytes = ByteBuffer. allocate ( Long. BYTES ).
putLong ( payloadJson. optLong("iat" ) ). array( ) ;

/7 HRH B, msg

String msg = getMsg( header, payload ,iatBytes) ;

7/ BERE #

boolean flag = sm9JwtUtils. sm9_verify (kge,sm9,P_pub, ks, id
_A,msg,signature) ;

(1) = Alice 752 5 S 18 428 %8 53¢ 00T [1) $2 A IR
5t B 32 FH P e S IR 1 /5 BRAUIR 55 i i AR A
FHPARIR Uid,,,,, M1 EFAG ks A2 848 JwiToken |, Jf:
1R[] 25 % i, KOS AL AR 11 R

(2) % P oty 2 h JwiToken [0) G5 YR IR 55 #5175 2K
BEUR, GV 55 % it A %2 328 AL JwiToken |, 3R HUH
PRI Uid,,,,, , JETTHSEIE . Msg |, SR )5 AR 418 B2 AU 55

WA FEANP P, 1 Uid,,, BIUEAHH JwiToken 1
ARy Val o GRS UEE i, §E IR 55 # 4 AR
5 Uid,,, ARFRE P i i oK, 3% D% 37 i B¢ I8, 5 I8
TR 22 B AR B A B 1 12 s

HTTP/1.1 302

Set-Cookie:
JWT_TOKEN=eyJ@eXAi0iJKV1QiLCIhbGciOiITTTkifQ.eyl1c2VIZCI6I11XUnRhVZQiLCI1leH
Ai0jE20DAWMTMYMjASNZQsIm1hdCI6MTY30TkyNjgyMDk3NH® . DK2jKPn2HQMUVYzjGipP/
We6EPiNYjkp/
46751Az+W72wh+Gp2v1tQTz6aQuwY9bgHwgI5Im32sMRovpDKO2IX+6+QHBO57PhQG1Qnngj TDYS
EaIfdzZB2nE365EId7EPTY; Max-Age=86400; Expires=Tue, 28-Mar-2023 14:20:21
GMT; Path=/; HttpOnly

Location: http://127.0.0.1:6098/index

Content-Language: zh-CN

Content-Length: @

Date: Mon, 27 Mar 2023 14:20:21 GMT

Keep-Alive: timeout=60

Connection: keep-alive

B 11 RS 5 mH IWT 2% P on o 2% &

GET /JWT/getName HTTP/1.1

Host: 127.0.0.1:6098

Connection: keep-alive

Cache-Control: max-age=@

sec-ch-ua: "Google Chrome";v="111", "Not(A:Brand";v="8", "Chromium";v="111"
sec-ch-ua-mobile: ?@

sec-ch-ua-platform: "Windows"

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/
avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7
Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 2?1

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8

Cookie: JSESSIONID=C24FEE241183966BB4D71F98C9345AA7;
JWT_TOKEN=eyJ@eXAiOiJlKV1QiLCIhbGciOiJTTTkifQ.eyl1c2VIZCI6I11XUnRhVZQiLCIleH
AiOjE20DAWMTMyM3ASNZQsIm1hdCI6MTY30TkyNjgyMDk3NH@ . DK23KPn2HQMUVYZ3GipP/
WO6PiNYikp/
46751Az+W72wh+Gp2v1tQTz6aQwY9bgHWgI5SIm32sMRovPDKO2IX+6+QHBOS7PhQG1Qnngi TDYS
EaIfdZB2nE365EId7EPTY

HTTP/1.1 200

Content-Type: text/html;charset=UTF-8
Content-Length: 26

Date: Mon, 27 Mar 2023 14:21:44 GMT
Keep-Alive: timeout=6@

Connection: keep-alive

B12 FRERRXZTA

5 H#HRIF

BEXE IWT AR A7 7E 1 — 2w, % SCH T —
FPEE T FE % SMO Bk Y JWT 38 B 3 E R, S8
A IR G Bl B JWT 35 R AT 26 2 i 5 1
B, AT ANZAIE 5 28 5 B0 56 ek R T SR AT
FOHCC SRR A, I LR HEHE “ none” B3k S8 AU
5 AR R IE I B o5 2 5 it (Hae s R
B RMIBITRRA G ARl — 58
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