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Abstract; The RDF ( Resource Description Framework ) compression scheme effectively compresses large RDF datasets,, and the RDF en-
cryption scheme enhances data security. Combined these two approaches, we propose a dictionary —based compression and encryption
query scheme. In this scheme,a dictionary set is constructed by the original RDF dataset for data compression. Then, using the dictionary
set, ciphertext ID triplets are generated to achieve data encryption. The dictionary set is stored in a trusted zone,while the ciphertext ID
triplets are stored in an untrusted zone. During querying,the keywords in the query statement are first transformed into corresponding ci-
phertext keywords using the dictionary set. Then, a query is performed on the ciphertext ID triplets to retrieve data related to the
ciphertext keywords. The obtained ciphertext data is transferred to the trusted zone, where decryption and decompression operations are
performed to obtain the final plaintext data. By separating the query operations from the decryption and decompression operations, the
proposed scheme enhances data security. The querying is conducted only in the untrusted zone, while decryption and decompression are
performed in the trusted zone. Finally,a comparison experiment with other RDF encryption schemes is carried out on 5 data sets,and it is
proved that the proposed compressed encryption query scheme has a certain improvement in query performance, and verifies that it is
feasible and effective.
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hasPhone hasComput

hasFifiend

<http://example.com/xiaolu> <http://example.com/hasFriend>  <http://example.com/xiaoba>.
<http://example.com/xiaolu> <http://example.com/hasPhone>  <http://example.com/vivo>.
<http://example.com/xiaolu> <http//example.com/hasComput> <http://example.com/huashuo>.
<http://example.com/xiaoba> <http: /hasFriend> <http: ple.com/xiaoguo>.
<http://example.com/xiaoba> <http: ple. /hasPhone>  <http ple.com/huawei>.
<http://example.com/xiaoba> <http://example.com/hasComput> <http://example.com/lenove>.
<http://example.com/xiaoba> <http://example.com/hasWatch>  <http://example.com/huawei>.
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<http://example.com/xiaolu> <http://example.com/hasFriend>  <http://example.com/xiaoba>.
<http://example.com/xiaolu> <http://example.com/hasPhone>  <http://example.com/vivo>.
<http://example.com/xiaolu> <http://example.com/hasComput> <http://example.com/huashuo>.
<http://example.com/xiaoba> <http://example.com/hasFriend> <http://example.com/xiaoguo>.
<http://example.com/xiaoba> <http://example.com/hasPhone>  <http://example.com/huawei>.
<http://example.com/xiaoba> <http://example.com/hasComput> <http://example.com/lenove>.
<http://example.com/xiaoba> <http://example.com/hasWatch>  <http://example.com/huawei>.
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SO| <http://example.com/xiaoba>
S | <http://example.com/xiaolu>
<http://example.com/vivo>

<http://example.com/huashuo>
O | <http://example.com/xiaoguo>
<http://example.com/huawei>
<http://example.com/lenove> 6
<http://example.com/hasFriend>
<http://example.com/hasPhone>
<http://example.com/hasComput>
<http://example.com/hasWatch>
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<http://example.com/xiaolu> <http://example.com/hasFriend>  <http://example.com/xiaoba>.
<http://example.com/xiaolu> <http://example.com/hasPhone>  <http://example.com/vivo>.
<http://example.com/xiaolu> <http://example.com/hasComput> <http://example.com/huashuo>.
<http://example.com/xiaoba> <http://example.com/hasFriend> <http://example.com/xiaoguo>.
<http://example.com/xiaoba> <http://example.com/hasPhone>  <http://example.com/huawei>.
<http://example.com/xiaoba> <http://example.com/hasComput> <http://example.com/lenove>.
<http://example.com/xiaoba> <http://example.com/hasWatch>  <http://example.com/huawei>.
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SO| <http://example.com/xiaoba> 1
S | <http://example.com/xiaolu> 2
<http://example.com/vivo> 2 2,11
<http://example.com/huashuo> 3 2,2,2.
O | <http://example.com/xiaoguo> 4 2,33.
<http://example.com/huawei> 5 E:> 1,1.4.
<http://example.com/lenove> 6 1,2,5.
<http://example.com/hasFriend> | [ 1,3,6.
<http://example.com/hasPhone> | 2 1.4.5.
P <http://example.com/hasComput> | 3
<http://example.com/hasWatch> | 4
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1. begin 17. end
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18. end
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2
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8. /&I

9. p_index « binary_search(P_list, idp)
10. p_index <« start_index + p_index — 1
1. // 2N G4E

12.  start_index<—select, ( Bo,p_index—1) +1
13.  end_index<«— selectl (Bo,p_index) + 1
14.  O_size «— end_index - start_index + 1

15.  O_list« retrieve( So, start_index , O_size)
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16.  //EHIL

17. o_index «— binary_search( O_list, ido)
18. ET.add(s,P_list,O_list)

19. return ET

20. end
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LUBM-100 13 405383 501 368 2179767 1623319 18
DBpedia 11343240 494809 513698 2528345 111

LUBM-200 26 696 580 997 279 4 341 310 3230829 18
LUBM-300 39 874 037 1489 307 6483 679 4824293 18
LUBM-400 53362 118 1991 768 8 675 118 6455524 18
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LUBM-100 2.6 1.3

DBpedia 3.4 1.6
LUBM-200 5.8 2.7
LUBM-300 8.8 3.9
LUBM-400 11.8 5.1
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DBpedia 3.42 0.46 0.41 0.37
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