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RFID System Security Evaluation Model Based on
Bayesian Attack Graph
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(1. School of Computer Science,Nanjing University of Posts and Telecommunications ,Nanjing 210023 , China;

2. Institute of Network Security and Trusted Computing, Nanjing 210023 , China)

Abstract: Aiming at the problem of ignoring the dynamic influence of attack events on the system security state in the current RFID
system security analysis,in order to effectively realize the security risk assessment of RFID system, we propose a security assessment
model of RFID system based on Bayesian attack graph. The model firstly determines the vulnerability and dependence of the system by
analyzing the RFID system structure and the protocol used, and establishes the attack diagram. For the problem that the attack graph
model can only be qualitatively analyzed ,the corresponding attack graph model structure can be quantified by combining Bayes theory.
The RFID vulnerability quantitative evaluation index is established according to the exploit difficulty and impact degree of the
vulnerability , the corresponding atomic attack probability is calculated, and then the attack node is associated with the security attribute
node of the RFID system in the form of conditional transfer probability , which can not only infer the risk probability that the attacker can
successfully reach each attribute node. Moreover, it can dynamically display the changes of the system risk status according to the
different behaviors of the attacker, and realize the overall risk status of the target RFID system under different states. The experiment
shows that the proposed model can effectively calculate the risk probability of the whole RFID system,and provide a theoretical basis for
the subsequent implementation of the corresponding security strategy.
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