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Abstract: Aiming at the problems of complex calculation, simple weight calculation,lack of pertinence of industrial control systems, and
randomness and fuzziness of evaluation results in the current industrial control system network security level evaluation,a method for e-
valuating the network security level of industrial control systems is studied. A typical industrial control system framework based on
network security level assessment is drawn, the differences in evaluation indicators between industrial control systems and general security
level assessments is analyzed, and subjective weighting methods are used to ensure the rationality of the above evaluation indicator
differences in the weighting of industrial control systems. The objective weighting methods are used to ensure the scientificity of
weighting ,and combined weighting methods are used to comprehensively consider the advantages of subjective and objective weighting,
which ensures the rationality and scientificity of the weight assignment of industrial control system evaluation indicators; using the combi-
nation weights obtained by combining the expert cloud model with the combination weighting method, the evaluation results of the
network security level of the industrial control system are obtained. Based on the probability statistics and fuzzy mathematics of the cloud
model , the fuzziness and randomness of the tedious calculation and evaluation results are overcome. Finally, the proposed method is
applied to a large chemical industry industrial control system,and it is showed that the system level evaluation is effective, consistent with
the plan evaluation results, The effectiveness and applicability of the proposed method in network security level evaluation are verified.
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