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Abstract: With the network gradually becoming the main battlefield of ideological competition, the technical means of both sides of the
attack and defense are increasingly refined in the continuous game. The existing anti - traceability means cannot avoid the multi —
dimensional and multi—technology traceability means of the defense side,and are more likely to be countered by the defense side. We
propose an application idea of anti—traceability technology based on Serverless, which makes use of the event—driven and auto—scaling
features of Serverless to make users automatically call the IP address of different areas when requesting the target,so as to achieve the
purpose of hiding their own real IP address. At the same time,because Serverless realizes the separation of application development and
server, attackers can directly write attack code,which is more conducive to hiding identity. By using the cloud function in Serverless and
CobaltStrike software to test and verify its feasibility. It is found that it can well hide the source of attack and the defender cannot trace
the source of the real attack. At the same time, from the perspective of the defender, the traffic characteristics are analyzed in detail ,and
the attack detection model is built based on the two dimensions of the characteristic value and the access statistical characteristics. By sim-
ulating the actual attack behavior and the normal business behavior, it is verified that the detection model can well detect the attack
behavior,and can distinguish the attack behavior and normal business behavior. To some extent it can reduce the false alarm,reduce the
influence on normal business, improve the processing efficiency of security events, and provide a detection idea for the defense’ s intrusion
detection.
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