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Abstract : Protocol reverse engineering based on network trajectory uses captured data packets to analyze and reverse information such as
the format of unknown protocols. A new method,HV ,is proposed to infer the division of message fields by using the message sequence
data set used by binary protocol in network communication. HV uses the defined measure to analyze the value distribution in each
message and then analyze the internal structure of the message, so that the field boundary can be divided for the first time. Then HV uses
the hidden statistical information between message sequences to divide the field boundaries again. Finally,the results of the two divisions
are combined to generate the final field division result. Previous studies rarely use the internal structural features of each message, but
draw conclusions by comparing multiple messages. For the statistical characteristics between messages, we only compare adjacent
messages , rather than comparing multiple messages with each other. In addition, we also define the format matching score, which is used
to measure the quality of message field division. Applying the format matching score to the comparison experiment between HV and
previous methods, the quality of HV field division is verified. Because HV uses the internal structure of messages in horizontal analysis
and only compares the similarities and differences between adjacent messages in vertical analysis, HV not only has good field division
effect,but also has linear complexity.
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1. Function calculateBitFlip( Messages , payloadLen) :

2. messagesNum<—len ( Messages ) ;

3 byteFlip array ( payloadLen) ;

FOR bytelndex IN range(0 , payloadLen) ;

4.
5 FOR mlIndex IN range(1 , messageNum) ;
p IF message[ mIndex ] [ byteIndex |
’ # message| mIndex ] [ byteIndex—1] :
7. byteFlip[ bytelndex | +=1;
8: return byteFlip;
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1 function divide2(BF, bF, b)

2 BLen len(BF) ;

3 bLen len(bF) ;

4 For i In range(0, Blen) .

5. IF BF,= 1 .

6 IF detectLeftMatch(bF, i) :

7 b. append( (i-2, BF,,));
8 b. erase(i-1);

9 ELIF detectRightMatch(bF, i)
10 b. append( (i+1, BF,,,));
11; b. erase(i) ;

12 return b
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