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Abstract; In view of the joint identity authentication problem of strong security cloud computing system,we propose a multi—entity joint
identity authentication algorithm based on zero knowledge , which can effectively solve the problem of multi—entity joint identity authenti-
cation. The private key is split into multiple private key shares by using secret sharing technology and distributed to multiple entities.
Based on the zero—knowledge proof protocol, the entity does not need to transmit the share of the private key to the identity authentication
center, which reduces the risk of disclosure in the transmission process. The zero-knowledge proof protocol is constructed by using
threshold signature algorithm. Each identity authentication requires multiple entities to participate. At the same time, the identity
authentication center does not need to store the private key share of entity,reducing the risk of storage leakage. Further,the identity au-
thentication center is placed in a confidential computing environment. Each entity can verify the authenticity of the identity authentication
center. The proposed scheme reduces the access permission of a single entity to the system and can tolerate a small number of unavailable
or malicious entities. Finally,the proposed scheme analyzes the security from the aspects of completeness, correctness and zero knowl-
edge.
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