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Abstract: With the development of network technology, various new network protocols have emerged. However, current heterogeneous
networks lack perfect and effective security mechanisms, and face the risk of privacy leakage during data transmission. To address the
above challenges, we propose a protocol — independent flexible encrypted transmission mechanism ( PIFET ) to further secure the
communication of heterogeneous data by improving the confidentiality of data and the flexibility of encryption. Firstly, we design a
system architecture for flexible encrypted transmission of heterogeneous protocols based on a programmable platform. Besides,a flexible
encryption mechanism is implemented according to the transmission needs and security requirements of heterogeneous data, and two
encryption methods with different security levels are provided. Finally,a fields—flexible optional encryption mechanism oriented to tunnel
mode is proposed. The experimental results show that PIFET provides users with multiple security levels and definable encryption
methods to meet the encryption needs of different data types. The fields—flexible optional encryption mechanism of the fields reduces the
amount of unnecessary encryption thus reducing the latency and improving the time efficiency of the system.
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