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Abstract:IoV needs to collect and process traffic data in real time, alleviate traffic congestion, and protect users’ private data from being
stolen and manipulated by attackers. However, most of the existing authentication protocols cannot resist the privileged user attack from
inside, and do not make efficient use of roadside Base Station Unit (RSU). In view of the above problems,we design an identity authen-
tication protocol based on SGX for IoV. The protocol offloads the main computing work in the process of identity authentication from TA
to RSU, so that RSU no longer only has a simple forwarding function and realizes distributed computing. The master key is transferred
from TA to RSU through the secure channel provided by SGX Remote attestation. The use of the master key in the process of identity au-
thentication is transferred to the secure area of SGX,and the master key is stored by the trusted hardware. At the same time,the master
key is used to encrypt the vehicle relationship authentication table in TA. The offloading of computing work is achieved while satisfying
the resistance to internal privileged user attacks. The experimental results show that the computing time of the proposed protocol is
reduced by 23. 16% , and the computational load of TA is greatly reduced. It realizes decentralized identity authentication without
increasing network nodes,and has good security and real-time performance.
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