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A Certificateless Aggregate Signature Scheme for VANET

Based on Blockchain
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Abstract ; Frequent communication and massive data interaction in the vehicular ad hoc network ( VANET) are more likely to disclose

vehicle identity ,location,driving route and other information. In the process of interactive verification, the certificate overhead will be
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larger ,and it will be more vulnerable to malicious attacks. To solve these problems,a certificateless aggregate signature (CLAS) scheme

for VANET based on blockchain is proposed, which eliminates certificate overhead and uses pseudonyms to protect users” identity

s
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privacy. CLAS is realized by using the elliptic curve cryptography ( ECC) algorithm, and information sharing, road information
transparency and tracking of malicious participants are realized by combining the distributed storage of the blockchain. It builds the
Ethereum private chain for simulation and uses the smart contract to achieve access control and transaction. The experimental results show

the communication cost is reduced by at least 85. 8% compared with the bilinear pairing method in the same scheme, while realizing the
security performance of strong anonymity , unlinkability , message integrity ,non—denial , traceable and tamper—proof.
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