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PrNet: A Mechanism to Counteract Link Flooding Attacks

YANG Zhi-wei,LIN Zi—xing,LI Rui
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Abstract; The nature of the network topology causes the situation that most traffic in the topology converges to a small number of critical
nodes and links, which become network bottlenecks targeted by link flooding attacks. Existing defense works focus on hiding network
bottlenecks, but their calculation metrics for network bottlenecks are relatively single and cannot cope with blind attacks launched by
attackers. We propose an SDN-based mechanism called PrNet to solve the above problems. The metrics that form network bottlenecks
from both static and dynamic perspectives is defined,then an obfuscation topology for mapping traffic is generated , which gives attackers
misinformation by identifying mapping traffic and directing it to an obfuscation path that bypasses network bottlenecks. Finally,the prob-
abilistic path forwarding algorithm assigns probabilities to all reachable paths between nodes and actively disperses the traffic in the
network topology ,thus reducing the generation of network bottlenecks. The simulations shows that PrNet can generate an obfuscated
topology with good security and can adjust the forwarding path of packet in time according to the traffic, which is feasible in response to
attackers launching link flooding attacks,and can effectively mitigate blind attacks.
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Algorithm 1 ; Obfu—Topology

Input; Physical topology G ; Node Metrics D ; Number of
bottleneck nodes K ; Impact Factor M =[1,1,1,0,0]

Output ; Obfuscated Topology G

1.B,«—D* M

2. V, < The K largest value in B,

3. foru,w e G

4. for path in Path, ,

5. 1, < pathN V,
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6. ifl, =0
7. 0,, <path
8. else
9. W, < > B.(i)

10. 0, :"ll"hhe path with the smallest W,

11. B,(1,) < B,(1I,) +1

12. end if

13. end for

14. G« The largest path_w in O, ,

15. end for

16. return G
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Algorithm?2 ; Prob—Path

Prob ,,, = (11)

Input: Source Address s ; Destination Address d ; Number of
alternative paths L

Output: Forwarding path path, .,

1. A, < The L smallest values of path_w in Path_,

2. for path inA_,

S S
path—wp..\th
Z 1
ieA,, path_WL
. Set[ i ]«Set[ i -1]+Prob,,,

3. Prob,,,

. end for
r«<—random(1,100)
. foriin Set

. if Set[ i -1]<r<=Set[ i]

o e Y
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. The i~th path inA_,

orware

10. end if
11. end for

12. return path, .,
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