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Deep Learning Intrusion Detection Algorithm Based on
Feature Enhancement
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Abstract ; Deep learning technology has been gradually applied to various fields of social life with the continuous development of society,
among which combining with intrusion detection technology has become a hot research topic today. In the current unstable network envi-
ronment , accurate identification of abnormal traffic is the main task of current intrusion detection. Traditional neural networks cannot ac-
curately extract features related to classification results in the face of complex data,and too many redundant features will lead to poor gen-
eralization of the model and low detection accuracy, which will lead to the inability of deep learning techniques to be well applied in the
task of intrusion detection. To solve this problem,we propose a deep learning intrusion detection method based on feature enhancement.
During the model training process,the features that are relevant to the classification results are enhanced by an auxiliary network,so that
the model focuses on learning features that are beneficial to the classification, while mitigating the impact of redundant features on the
model classification. At the same time, the proposed method does not modify the structure of the original model and can be easily applied
to different models of convolutional neural networks. Finally, experiments on the NSL-KDD and CICIDS2017 datasets show that the
accuracy is up t0 99.73% and 99.15% .
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