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Abstract. The Java deserialization vulnerability has become one of the most threatening software vulnerabilities due to its easy
exploitation. During the development process, it is particularly important to detect the third—party public component library used by the
software in advance, and to detect and defend against potential deserialization vulnerabilities in advance. At present, the existing
deserialization vulnerability detection mainly includes two detection methods based on rule matching and based on taint analysis. The
former cannot find unknown deserialization vulnerabilities by using whitelist or blacklist methods, while the latter has a high rate of false
negatives and false positives due to its limited ability to detect vulnerability call chains. In order to make up for the shortcomings of
existing methods, we propose a call chain detection method SerialFinder based on graph network for Java deserialization vulnerabilities.
The method uses the graph structure to fully express the semantic information of the deserialization vulnerability call chain, trains the
graph isomorphic network model, and then can detect the potential deserialization vulnerability call chain. SerialFinder is verified in
multiple third — party component libraries and compared with Gadget Inspector, the industry “s most advanced Java deserialization
vulnerability call chain detection method. The results show that SerialFinder has an average hit rate of 64% on the three public
component libraries, which is 31% higher than Gadget Inspector.
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GAT 90.9 89.5 94.4 91.9 13.3
GIN 96.9 94.4 100.0 97.1 6.7
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%4 RFBAP%E M % XStream 43 % L #9 Accuracy Precision Recall \Fl1 -score [FPR %

P& ot 22 1) 24 Accuracy Precision Recall Fl —score FPR
GGNN 88.9 90.9 90.9 90.9 14.3
GCN 75.8 84.6 64.7 73.3 12.5
GAT 91.5 84.6 100.0 91.7 16.0
GIN 97.2 94.7 100.0 97.3 5.6

%5 XERAMEZW%LE IDK Fo XStream %444 ¥ 4£ %9 Accuracy . Precision Recall \[F1-score . FPR %

[ o 22 o) 2% Accuracy Precision Recall F1 -score FPR
GGNN 90.6 92.9 80.0 88.9 13.0
GCN 78.1 85.7 50.0 63.2 5.6
GAT 90.6 84.2 100.0 91.4 18.7
GIN 96.9 92.9 100.0 96.3 5.3

A BicHiE T A4S 5], GIN 7 = Fp A4
P& I 1% F1 —score -1 1H K 96. 9% , 43 %Il % GGNN
(88.8% ) .GCN(73.4% ) .GAT(91.7% ) i i T 8.1
FAT 23,5 A .5.2 B, BRE GIN R IF
RGN P A R %6 g 14 [RD s, T ARGt 22 1 s e R AR
£ FPR #6545 I, GIN 7£ = Fh 288045048 19715 FPR {H
H5.9% , M8 T GGNN (16.8% ) .GCN (11. 6% ) .
GAT(16% ) /3 B T 10.9 T 48 55,7 1143 4. .10. 1
H AP X R GIN L5 AG I 4 T T B A A 1241 %
fRAK, SerialFinder ffi Fj i GIN [ £ 75 = Fih 2 780 % i
RIS b PR

(3) ANIFl Java S8 ARG I 5 32 %6 B

A T ¥4l SerialFinder %f Java [ )% %) 1k ik 1ld 8
HERRINAE 7, SCE e R Java 15 50 LAY = 3R
{4 £ . Commons — Collections — 3. 1, Commons —

N

Collections4—4. 0  Hibernate5. 0. 7. Final, 7EiX =172

Il bR JF E O BE R T 4B, 5 Gadget
Inspector HEATXT L o X5 1R 51 0 U T 0% 8 4% | 18 75 2L
X T N T34, A Rt & 75 % 25 09 s i )8 H
BE AR FH A ok LB A O A I 2 8 Ak T
Tl (R RE 7, A v 25 B Y 1) 3 FH 6 o 40 08 FH 8% A LU AEL,
WA=,

o Vbt s

SerialFinder 1 Gadget Inspector 7£ =~/ 3 21 4
FE i 2402 6, 7 Commons— Collections—3. 1,
Commons—Collections4 -4. 0 ,Hibernate5. 0. 7. Final [,
SerialFinder #1253 5 67.0% .75.0% .50.0% ,
#H e Gadget Inspector 43l &5 5 T 17.0 H 43 55..25. 0
oy KA 50,0 1 43 a5, 3@ T 31 F 2R
AJ LIPS, SerialFinder & 21t 5 45 19 52 )3 41 4k U 11 1
FHBERS I fig

% 6 SerialFinder 5 Gadget Inspector /£ 3 AN E2AME EoiGd R 9

K 5 2 ¥4 ) CommonCollections3. 1 CommonCollections4. 0 Hibernate5. 0.7
Gadget Inspector(33% ) 50.0 50.0 0
SerialFinder (64 % ) 67.0 75.0 50.0
B E S +17.0 +25.0 +50.0
(4) R PEREXT LE Al UL Z W ANTF, % 7 B R T SerialFinder A1 Gadget

N T ¥ SerialFinder 1 Gadget Inspector F%) A6l
PERE, % #& Commons — Collections — 3. 1, Commons —
Collections4—4. 0 .Hibernate5. 0. 7. Final = ~/\ 3t it
AR, 1 35 22 YUk 1 S5 4G 0 s ]

SerialFinder f 1] /) 28 152 U 1| 25 575 245 T4~ /NBE
RN ZRTF R & — R, AT 2 F R I 2R AR, R

Inspector 7E =2 [ By I Bt [, AT D328
7533 SerialFinder Xf =~/ 3 2 (1% 37 J4p 46 il i [1] 2y 21
s, Gadget Inspector X =753 22 - S 4G I i) 1] 2y 43
s, SerialFinder # It Gadget Inspector {9 B [A] {k T
22 s, PRUCAT DA S0 S rh 7 VA A A6 B e A T 253

%7 SerialFinder #= Gadget Inspector /& = N3k % b 6435 47 0 4] s

Rl IRES Commons—Collection-3. 1 Commons—Collectionsd—4. 0 Hibernate5. 0. 7. Final
Gadget Inspector 42 41 47
SerialFinder 17 20 25
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T 6 0 %) B Ak, 12 SCHRE R T R ol 22 I 248 A i
FFEHAL TR (977 1 SerialFinder, SC 38 T —#0 [ 31k 1Y
Java 7 50 Ak e 11 8 FH 6 A0 A R e, R T PEAR
SerialFinder FYRIMGE J7, Bk 3 4> B 89 2 FL 20 14 P2
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