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GUAN Hui'?,CAO Tong-zhou'
(1. School of Computer Science and Technology , Shenyang University of Chemical Technology,
Shenyang 110142 ,China;
2. Liaoning Province Key Laboratory of Industrial Intelligence Technology on Chemical Process,
Shenyang 110142, China)

Abstract: In order to solve the problems that ordinary deep learning models are difficult to distinguish the difference of the importance of
information ,and the attention dimension of single attention mechanism is single,a model based on convolutional neural network and multi—
attention mechanism is proposed to detect XSS attacks. Firstly, the data converted by word2vec are input into convolutional neural
network to extract local features. Then, the self attention module is used to learn the long — distance dependencies of the data and
strengthen the model’ s attention on the important features in the sequence dimension. Next, through the channel attention module,
different channel feature maps are weighted from the channel dimension. After that,the features processed by the attention modules are
input into the pooling layer for down-sampling,and the Dropout layer is used to improve the generalization ability of the model. Finally,
the extracted features are used to classify the samples. The test data set is used to test the proposed model, the results show that the model
has a good detection effect on XSS attacks, the accuracy and F1 values are improved to a certain extent compared with other deep learning
models.
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