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Adversarial Examples Generation Method for Natural
Language Processing

ZHANG Ying ,FANG Xian—jin, YANG Gao-ming
('School of Computer Science and Engineering, Anhui University of Science and Technology , Huainan 232001 , China)

Abstract: When using deep neural networks to implement text classification tasks in the field of natural language processing, it is easy to

be attacked by adversarial samples. Therefore, studying the generation method of adversarial samples can help improve the robustness of

0 3

3

deep neural networks. We propose a word-level text adversarial example generation method. Firstly,design the importance calculation
function of the word, then use the classification probability to find the best synonymous replacement word for the word, and then combine

the two to determine the replacement order,and finally generate an adversarial sample that is close to the original sample according to the

replacement order. The experiments of convolutional neural network ,long short—term memory network and bidirectional long short—term

memory network models on natural language processing tasks show that the generated adversarial samples reduce the classification
accuracy and perturbation rate of the model,and the robustness of the model is improved after adversarial training.
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