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Cryptanalysis of a Key Exchange Protocol Based on Tropical Matrices
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Abstract: With the development of quantum computer, the classical public key cryptosystems widely used will encounter potential threat.
So it is currently a research focus of cryptography to explore the cryptosystems which can resist quantum attack. Because the
multiplication in tropical semiring is actually the ordinary addition, it has the advantage of high operation efficiency. And the problem of
solving multivariable tropical nonlinear polynomial equations is NP hard. In recent years,some public key cryptography based on tropical
semiring have been proposed. We analyze the security of a key exchange protocol based on the semidirect product of tropical matrix
semiring. A matrix size comparison is defined, and it is proved that the semidirect product operation has partial order preservation,and the
multiplicative power of the element constitutes a monotonically decreasing sequence with respect to the first component matrix.
Therefore ,a simple binary search attack algorithm is proposed for the protocol. The algorithm can find the user’s private key through
public information, so as to crack the protocol. The computational complexity of the bit operation of the attack algorithm is O (2log2r
(2K +5k?) ) ,where r is the upper bound of the index and k is the order of the matrix. The experimental results show that if the protocol
parameters are selected in the range suggested by Grigoriev and Shpilrain, the attack algorithm can find the private key in one minute.
Moreover,even if the parameters of the protocol are increased,the attack is still effective.
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