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Abstract; CoinParty is one of the most popular privacy protection technologies in the block chain at present. Because it introduces third—
party nodes to mix currencies, there are security risks. It is also inefficient because it uses checksum to check the final address by passing
the share of checks between nodes. Based on this,in order to solve the security and efficiency problems of CoinParty ,we propose Shuf-
fleParty ,a fully dispersed currency mixing mechanism without third - party nodes. All the mixed currency nodes are generated into a
managed address controlled by each participant. The amount of the mixed currency needed is sent to the managed address. Then several
shuffle nodes are randomly selected , the output address of the mixed currency transaction is encrypted layer by layer with the public key of
the shuffle nodes,and give it to the shuffle nodes for decryption layer by layer and mixing. Finally, the address list is given to the
ordinary mixers for verification, and the common final replacement is generated. The security analysis and experiments show that
ShuffleParty is safer than CoinParty,and the efficiency of coin mixing is also higher than CoinParty.
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Collection of shuffle nodes S
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(1) for P, in P
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(3) forj in range(1,M)
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(6) for S;in S
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(8) for n in range(j + 1,M)
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(1) for P, in P
(2) send m" in S,
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(4) decryptedMsg «— AES. decrypt(m.",dk,)
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(24) return mlist,,
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