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Abstract; To solve the problem that the cipher images transmitted in public channel are easily attacked by the deep neural network—based

model,a visually meaningful image encryption algorithm by combining the 2D compressive sensing, the newly — designed discrete

fractional—order Chebyshev chaotic map and spatial least significant bit (LSB) embedding is proposed. Firstly,the proposed algorithm

iterates the fractional-order chaotic map under the control of plaintext information entropy to generate the specific secret key stream. Sec-

ondly ,the key - controlled chaotic measurement matrixes, FAN transform scrambling and hybrid diffusion strategy are employed to

perform the compression and encryption operations on plain image,and the secret image with statistical pseudo—randomness is obtained.

Then, the secret image is stochastically embedded into various regions of the non-secret—involved transmission medium by means of the

least significant bit embedding algorithm to generate the visually meaningful cipher image. Additionally,the plaintext entropy is hidden in

the transparency channel of cipher image to achieve the balance between the security and practicability of proposed algorithm.

Ultimately , the simulation results and theoretical analyses indicate that the cipher image generated by proposed encryption algorithm has

good visual security in addition to withstanding various common attacks.
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