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Abstract; K—Nearest Neighbors (KNN) is a simple and effective way of classification. When the distribution of the dataset is balanced
and the differences between samples of different categories are significant, the classification effect of KNN is generally good. However,
the dataset is usually not ideal ,and network traffic tends to present skewed distribution, with insignificant differences between samples and
other problems. To better balance the difference between sample distances and the problem of model accuracy degradation caused by
uneven distribution of traffic categories,we propose a traffic classification algorithm based on Gamma kernel and weighted KNN, which
comprehensively considers the impact of distance and traffic distribution. The Gamma distribution function is used as the kernel ,and the
self—information is weighted for different categories. Finally, G-WKNN model is obtained and applied to the CIC-IDS2017 dataset. The
experimental results show that the model accuracy is stable around 0. 91 in the case of balanced traffic. When the traffic is unbalanced, it
still has a good classification performance. Compared with the other improved KNN algorithms, its classification accuracy is higher with
better stability ,and more insensitive to the K value. At the same time,the G-WKNN model has a significant improvement effect on the
classification accuracy of minority categories.
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