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A Survey of Processing Methods of Program Static Analysis Report

HUANG Song, GONG Shi-hao
(School of Command & Control Engineering , Army Engineering University of PLA,Nanjing 210007 , China)

Abstract : During software testing , automated scanning of programs using static analysis tools is one of the effective ways to find bugs and
vulnerabilities in programs. However , the limitations of the analysis tool itself will lead to a large number of false positives in the analysis
report, and then the cost of reviewing the analysis report is too high, which not only reduces the usefulness of the tool,but also greatly
prolongs the testing period. In order to reduce the workload of testers reviewing analysis reports and improve the usability of tools,
researchers at home and abroad have proposed a variety of static analysis report processing methods. We review the research work of
domestic and foreign researchers on static analysis report processing in recent years. Firstly, the static analysis technology and static
analysis report processing are briefly introduced, and the classification of methods is given according to the basic idea of processing
methods. Then, the research results of various processing methods is summarized in turn,a horizontal comparison between the methods is
made,and the advantages and disadvantages of the current mainstream methods are analyzed comprehensively. Finally, the existing
problems in this field are pointed out in detail, and corresponding research suggestions are given, which provides a basic reference for
relevant researchers to comprehensively and deeply understand the processing method of program static analysis report.
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