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industrial control system (ICS)

Abstract; With the development of information technology , standard Ethernet (IEEE 802.3 and TCP/IP Protocol) is gradually applied to

It breaks the natural isolation of ICs, but does not include security mechanism. Intrusion detection
system (IDS) ,which is closely related to the specific industrial control process, is the necessity of the development of modern integrated

circuits. In recent years,the safety of industrial control system has always been a research hotspot,and many safety problems have been
s

injection attack

widely known. However,due to the lack of research on the safety of industrial control system in coal preparation plant, it is affected by
device can interoperate with the industrial control system equipment of coal preparation plant,and ensure that the test can provide similar
,

the lack of open network control system. We describe a virtual test framework for slime concentration in coal preparation plant,and create

0

test device components, including virtual equipment and process simulator. The design of virtual test shall ensure that the experimental

network behavior of industrial control system. The experimental results show that it can interoperate with the actual industrial control

>
system equipment,and is vulnerable to the same attack as the actual system. In addition,these test devices have been proved to generate
traffic near the system,and the virtual test system has excellent performance in detecting penetration attack , forgery attack and false data
Key words: coal preparation plant;industrial control system ; PLC ;attack ; network security ; virtual test
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points[ * MANPumpRunCmd’ . get()) :
points[ ‘ PumpRunCmd’ ]. set( TURE)
else:
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