HH3E i‘l’%*ﬂ?ﬁ*'—i&% Vol. 32
22 4£ 10 H COMPUTER TECHNOLOGY AND DEVELOPMENT Oct.

HSHERBAZEIZIT SN

waE oy H,E O R A
W 2R W, ) R PR 8] 45 BB 45 4 ), & A HE 230009 ;
2.4 dbd A K3, b 102206)

—~
—
i)

8 Z. HHT, A EE A P AEAE T O SR H . IR N TSR B HEE O A B R = R Oy I %5 . 1B 4EN
U 55 H5080R P 1 R ) SEORRESCHR T 6 A M 23 1) XU , A7 — o Al TR 2 R P N B3 9% 265 3 itk 52 I At i
P S5 B3R B RAP R B0 o VORI SURREIAR 19 AR B 10, 6T Al X 3008 B A i 75 3K B SR TR T — Bl 2 A
BB ARS ., KRG W T RSO % 456 240 5 R R A7 462X BUREE T 1R 45 1 A ) B 4 N A g
f5 5 1) EAR DL A A P2 SRR AR . SEIR T X MySQL B0 22 B S B R L 3R T B PR B 4 i i ek

KR AR B MySQL il ; USRS AR B e 4

B 525 . TP302 X HRFRIZES: A X EHS:1673-629X(2022)0120-06

Design and Implementation of Dynamic Data Desensitization System
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Abstract: At present, centralized data storage has become an inevitable trend in enterprises. Most applications connect data centers and
data sharing layers to implement services. When o&M personnel operate and maintain service databases, sensitive data may be leaked,
causing security risks. In the face of data leakage caused by internal personnel, it is necessary to strengthen the protection of business
data. This paper studies and designs a secure dynamic data desensitization system to protect sensitive data. By defining desensitization
scheme and combining multi—dimensional factors, the system implements combinatorial access control of sensitive data so that people with

different identities can access the corresponding sensitive data in production environment. Real—-time desensitization of MySQL database
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is realized , which improves the security of database operation and maintenance.
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