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Research on Electronic Voting Protocol Based on Zero-—knowledge Proof

WANG Bao-cheng, WU Bo-wen
(School of Information Science and Technology ,North China University of Technology ,Beijing 100144, China)

Abstract: The characteristics of blockchain,such as imtamability ,openness and transparency ,and decentralization ,have broad application
prospects, which brings a new development direction for electronic voting technology. The design ideas of electronic voting protocols
vary greatly depending on whether they rely on third parties or not. Among them,the decentralized and imtamable features of blockchain
help self—counting and electronic voting schemes that do not rely on third parties become more mature and move towards practical appli-
cations. While ensuring the security of the voting system, it also protects the privacy of voters and allows people to verify the security of
the election and the results themselves. The disadvantage of such schemes is that the last voter knows the election result in advance. And
the existing measures in these programs cannot better deal with the problem caused by the defect. In view of this situation,a new voting
scheme is proposed. Combining with the characteristics of the algorithm, the candidate is introduced to be a voter,and through the contra-
diction that the interests of the candidates are not completely consistent,the algorithm is used to plug the loophole that people use the last
voter to know the election result in advance, and even to affect or destroy the election. Through security and performance analysis, the
scheme meets the basic security standards of electronic voting systems.
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