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Abstract; Ring signature has the advantage of concealing the identity of the signature members in the ring,but the existing ring signature
schemes have some problems such as low security and efficiency. To solve this problem,a threshold ring signature scheme based on SM9
algorithm is proposed. Firstly,the strong anti—collision SM3 cryptographic hash algorithm is used to generate the constant term value with
a length of 256 bit,encrypt the signature with the more secure SM4 algorithm,and the time stamp with timeliness is embedded in the ci-
phertext to improve the security of the signature algorithm. Secondly,based on the identity based ring signature,the threshold parameter
extraction algorithm is used to introduce the threshold value ¢ , which improves the efficiency of the signature process. The SM9
algorithm, which does not need to maintain the public key certificate and has fast encryption and decryption speed,is combined with the
threshold ring signature , which not only retains the characteristics of the threshold ring signature,but also improves the efficiency of the
signature algorithm. Finally, it is proved that the proposed scheme has strong unforgeability under the random oracle model. Compared
with most ring signature schemes, the proposed scheme has the advantages of strong unforgeability ,anonymity , anti replay attack , forward
and backward security and so on. Efficiency analysis shows that the efficiency of GMTRS scheme in the signature generation and
verification stages is improved by about 52.38% and 32. 16% respectively. The change of threshold value ¢ has little impact on the
overall computational overhead of the scheme.
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