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Research on Multi—factor Vulnerability Scoring System

YANG Yi-wei
(China Information Technology Security Evaluation Center,Beijing 100085, China)

Abstract; Network security problems caused by vulnerabilities are becoming increasingly prominent. Information system operators and
security technicians are facing unprecedented pressure. The vulnerability technical grade or score only given by vulnerability databases
such as CNNVD cannot fully reflect the damage degree of vulnerabilities on information assets in actual scenarios. Therefore,we propose
a quantitative vulnerability risk evaluation method called " multi — factor vulnerability scoring system" , which includes five indexes:
computer system grading evaluation, network protection and connectivity , asset utilization rate , stakeholder risk tolerance and vulnerability
evaluation. In this method,the computer system grading evaluation index can be used to comprehensively reflect the importance of the
system by the information security grading protection index. Stakeholder risk tolerance index reflects system risk tolerance through
subjective scoring. The vulnerability technology evaluation index reflects the hazard degree through the objective characteristics of vulner-
ability. The statistical analysis shows that the proposed method can comprehensively analyze the potential threat degree of vulnerabilities
in the actual environment, scientifically and reasonably give the priority order of vulnerability control on different information assets,
which can be used by information system operators and security technicians to quantitatively evaluate the vulnerability hazard degree.
After subdividing the network protection and connectivity indexes, the protection degree of the system can be quantitatively reflected.
Asset utilization index can be obtained through asset management system or online monitoring and other technical means to reflect the
scope of influence of the system.
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