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Abstract; The usage of application permission is an important factor for security risk assessment and detection, but the rationality of
permission invocation is an uncertain problem. Applications with different functions have different permissions. It is difficult to judge
whether the requested permissions meet the minimum privilege principle for a single application. To solve this problem, we propose a
population—oriented Android application risk assessment model. From the perspective of population, we determine whether the applied
permission meets the basic characteristic behavior of such applications. Firstly,a multi-dimensional evaluation index system such as the
usage of permission,score,evaluation and downloads is established,the permission characteristics of the application is analyzed,and the
clustering algorithm is used to realize the risk assessment of permission. In order to improve the interpretability of clustering results,
decision tree is used to adjust and enhance rationality judgment. Compared with only studying the usage of permission, the decision tree is
used to bring various information into the research scope of application risk assessment. The experimental results can further accurately
and effectively detect the risk degree of application.

Key words : Android application ; population ;risk assessment ;clustering ; decision tree

0 3| 7 R P A7AE 1 B 8 FH B RARL R A1 B - (% 3l i

UTSLAEA R E R e s I & T AR, FhLT R E R (2020 4F) ) @R, 2020 4E i
R R AT R L 3 AN T B B — 4, Felt 26 A" FEAE TR B APK 860 7%&/\, [f]— App %
Xt 940 AR FHRR FF AT RFGE 00T, R KA 1/3 (1 FAELAN IR, P RRAaT b SEameh S

i

rfE HH#A.2021-12-15 &[5 B #8:2022-04-19
EEWA : HEK A RPASE BT H (61702383) ;#1164 #7578 KW H (17ZD014 )
TEER/N A ZE(1999-) , 2 W5y o s B e 4 i@ilE# .22 W (1979-) B i+ 82, iR i m A IEER ZE AN TR FERL S,



- 8- RS L

A B B A AT ik 81% XTI B AR
SA L W72 Al e LR o I SCHR I T — i )
FRERT Android XU PEAS AR RS, INER = J7 )i T T
WA Z2 TP I RE 8 0 R e R 4T 20 M DT 5, AR A
AEAS BRI 15 0 B A BIR 25 20 2 A7 AU T4ty , F) T k-
means 53240 73 XU 25 20, F I 1 FH DR SRR of SR 2 45
RBEATIEEAAL

1 HX#HR

Android [ i F i 45 BRAIL 16 K0 22 4 1R 9 07
A SR AT AR, 5 TR BR AT B0 22 4L
il Android BaRA 3 1 T B IR 43 SRR AL
LI T 7 P 7 A A AT R — A
EES

SCHRLS 48 Hy T — e dek 20 ) e o A6 00 32, AR
3 430 B 0 AR A S8 5 R I 5 7 e 8 3%
o s i L R A S R AR (5 M 1 B
HEAT HCRR SRR AS ) 30 35 R . SOk [ 6 ] B HUE ]
TR 7 LT 11 5 S A 2% A BR LA 30 25 A 3 A T
SR P B AR, A Z T AL, A
JSE R, (ELE: | A8 SORCFR 75 55 = 7 o i L o
TR, I ) [ 45 S R RE A AT B, R I
2B S SORCBR A S5 R 84 A [ A, SOk 7 ] ¢
T o BRS04 1 o Ak R R R AL
B 2, M A R AE G 2R T2, (LS4 A [ 1) i )
IR A TE— R R 4 | 220 T TR B 2 5, B
VA 2% 1 3R [RSUBR X AR [7) 203 il 54 1o U 7 ) S
JE R RIF

455 1 B PRGN 7 195 32 8 DA A 14 0 3 SF 34U
IS FHT AR 22 A, ¥ LA 3 S DR A T P g 7
SCHRLO ] e A 4y vh R RE BB &, 32 18 T —Fh AT 1)
FIERE T T AU Android B FH A RIS 25 15 FH K
R J7 s, S TR F 43T R SR 2K, HEAT A
SRR B IO7 P A 6 KU A LS, R 2245 L B
Z TR

2 EFREEMRRHE AR EMYFiE
2.1 FhHEEXUEETEfHIEEIAESR

ZSCHE T A FPRE Y Android [ XU 1T
FAACHY AT AR AR 7 7 A 25 A 244 TE B 3] 1 7
X1 3 AN [R] R O B Sh AR BN AR 3R . 2R,
FRIEA R FH 17 (00 Al Android & G A BR 45 9 %6 oK 11 v
FHIEATVRAG I 45 % W g LR 55 9%, o P 76 1R 8%
Android i FH B $2 E— A7 1) S R A . B AR
F i B R AR AT XU AR B2 B, R S Y
FREAEZL QN 1 o

¥32%
Hi R AR
T T AR A N H 4 bR 05 BRI ||  apkTool & 3R
JH o ZMeHapk P ENEOEE AndroidManifest.xml 3L
RGeS BT 5 AndroidJF & & 3L PREUIF ST AR
AR A [ R [ 5 R

} } }

DR PEAL LR
IS AR A

DURALRAERY

FEREMNE AT ™ 7 AR A

)

XSS AEEAT 2K,
AT A 55 2

LA RO A A FH SR
Rk ] e AT A (¢

Bl ARABRER

AT RE R I A e 2 Bl — SRR B AT A
i R GEALR WAL, 75 E i R AER R ] python
2 55 1 T H TC B o 3 482 A3k 19 1 T A 4 VP AL 4
T B AR OCAE D, TR B AR AR 288 ) A A R
FP AT oy NI 28, I An FoBn i RE IR AR 45, JERFIA
VE R b R TT  fT FH 3 ) 3 A T H 6 APK #E 47 S 4 156
155 AndroidManifest. xml 3C{F, 3 BUW FH AR 7 A0 AL FR
SRR A5 B o BRI Y T A 15 B AEARTE = v 5K
P PErh  JF T Z4E AP fe A &R . RGeS AR
SRR FRAFAE B 5 AT 80 28 20 17, AR H G 317 1
THEAL A A PR XURS: 8 %5, AT SR AT AR v by FH 2 e 1
WUBSHE . SR, B R ECHE 42 98 T 1Y k—means 5592 %] 1
FHRR Y R R4 T 2 ARG 20 B S5 9, o T 4
e XU TPAy SR 2 48 2R 1) T gk B e, fulf T DR SRR 22 4
FEVEFRAR IR R A0 AN AR Jye XU EAl7 1 BF 58 T 1]
B SR AL PR & BRI E o
2.2 RREITE

I WFSE Android B FH AR 9 458 FH A 000 & 30,
[ Ty 8 A o FHAEAS R R 33 7 AR BRI 25 57 o FAH
[F) D BESE LAY I HIAE S — S FRE FRREZR 00 20 o« A
25 RN S AR AR TE B App B KRy 3 i A2 Ak
TRIGIESHS

E X1 R Class = {C,C,,+,C.} ,C. N
TS FRE R bR 2, Qi e 5] 152 | 32 RURE AT A S I
KA,

E X2 N FHAMAE. Application = | C.,Introduction,
Score,,Download , Evaluate , PermissionMatrix| , H /1,
C. AFPMHERY 2R 5 FR 25 | Introduction A7 1 A4, Score
MR FHE4), Download i T 7% & , Evaluate "N iF 4 {8
KL, PermissonMatrix A 4> I FH 25 5 A BR 1 4k B 5 )
FBRAR S R, B SR

7€ X 3 PermissionMatrix = {P 1 i=12,-,n;j=
1,2, mi  PERCRRKE B v n S 0 AN R 31 A AR



# 12 ) S BESE T FEER Android R RS A B 9.

J AP, R WP, KO,

E X 4 FUBRHiE 2 Permission_rate ;

PNum o piey <1
C_Sum’ '

He, C._Sum R C, R R P A P,_Num b
KR P, 7EFPEE €, v BB,

TE LS FURR S5 XS 1B« Android K A FR 1 43 1
AT, 45 28 2% i AR 32 A7 Bsf A R R 4 32 A
BT AS T 28 70 AR A DR R B e S ) Y, L
READ_CONTACTS ( EECFHLEC R N ) J& T fa B A FR
FEAEEER P B A B AT BRSO, B A PR 45 9%
KSR Grisk, & XUNF .

10, e ZEERAUR
Grisk, =(50, i e izfTHALR
100, i e FRHEMUR
%M Android FF & & SCRY N H SE AR A 448

Permission_rate =

R BUACBR S R, ) 4n, %l AR /5 ACCESS _
NETWORK _ STATE. BLUETOOTH. CHANGE _

NETWORK_STATE , INSTALL _SHORTCUT %%, f& [
W BRAE ACCESS_BACKGROUND_LOCATION ,READ

_CALL _LOG %%, ¥F 3£ #{ FR 5 LOADER _USAGE _
FOREGROUND _

STATS, INSTANT _ APP _
SERVICE %,

URRSEAN ROl JH BE PSR A9 ME 3R P B i, WU
RIZA FRRAZ AR 1A 1 o ZEASL IR, OB 22 A BRI T 1 B
FUBR, R A ARG . S, AR AR i
FRICEA, WA Z AL BRR T8 AR, i B B
FIFERLMEL, oA T A B AR A RUBS: 5 4, 45 i R
TE L

E S 6 FEAS R A R AR P A A FRAEAE i 42
P =(P, Py, ,P,) JEARER Y C, BIAURSEHK
KBS FE 50 7] PGrisk = (Grisk, ,Grisk,,--+ ,Grisk,)
HEA IS FH R PP ) KBS RT3 07 1800

Prisk_sum = 2 P, PGrisk,(1 - Permission_rate; )

O0<i<n

PEH K—means 535 %5 KUK 47T 2 3500 20
PR IR 25 20, 1% SR S 0 T DAKE R AU 5040 4 1R AT v 3K
Gy BT R R 0 XU (B U SR k L 45
GERICIEES B kb DR E N kDN ERFH, KRN
L =(Level, ,Level,, - ,Level,) . Level, 3| Level, )%
GBIt R, AR 8 AU (A AR A, o B2 R
Level, 21 FHRR Y XU (e 1%, 22 4 3 B i, A7
7 U P 5 B SR A AT o 09 R ek BRI 5 Level, 21
8 7 PR P KU (B A i, 22 42 SR BIURAR , #7753 JBUT]
5 A ST R AT RE PR R

I FHAR P BAS RRATL A 2 24 A7 IXURS: 3P Aty ) — 4 i 2

R B SERGEE R R RO T 54 B4 2k 45
17 R e AR ME I A TS AL R LR K B . e oh 8 BLER
P st A g AR e XU A MLk [ T
AR 9 AU P B R S i S AR S A R A & B 4T
PAE T2 BB, 502 SCHE ] k-means 5.
PRS2 )G , P CART Besfe i 5k £
07 TR 2 A FH AR P DRURS: PF-Ad A A 9 0 T, 0 BR 2K
ST UL A, B R AT AR R
2.3 KEIFHEERE

THI ) AP Android b7 FH XURS: PAG 3800 T R 4 ]
2 iR

N T 375 ICHYL
APK AW A &

HR A b2 A S K 7 59
ENGIEEE
v
H i PAL B CBRIUBRAS
KL AR ST S AED

v

X ARGARLEAT SR,
RAGHIL N 55 2
v
gt S ME B ar %
YEPZVP A R
v
P FRe & Rk
1T
v
i L XU A5 %

A2 RERE kR

DR PPAR i LA R AR

A CKRRE €, Boyn g, KUR (A% 3008 | Prisk_
sum, ,Prisk_ sum, , -+, Prisk_ sum}

N A B HL BE S Application =
Download, ,Evaluate, ,Avg_Risk, | ;

it C = (Cluster, ,Cluster,,-
CART B3y,

(D WERAE B AREP L w0y, ) HTE
BAEEH RN FEA Prisk_sum, 2|54 u; 5]
HEE d; = | Prisk_sum, —u, | > FEA IR B WA T A A
ATALIAF R — 2, ikl 73 #% Cluster |, Cluster , , -+,

| Score,,

,Cluster,) #l

Cluster, . H Fr it B B 0 B O u, =
- 2 Prisk_sum , B £ i .0 A &k 4
‘ C]uster}. ‘Pmk,sumecmster,

Az

(2) R Jm nl LAA 2 AP BE €, 19 KURS % &)
Cluster, ,Cluster, , -+, Cluster, , 3 17 AT LL 15 21| Ff ¥ &
BEAS TR 0 KU 55 20 level, , 5 0I5 B0
Application = {Score, ,Download, , Evaluate, , Avg_Risk, |



<10 - HEPLH AR &R 32 %

G55 5 1 B 2 4 AT O 5 B Bl 4R B AU
Multi_Data = {a,,a,,a,,a, level | S50 17 i@ 1
£ 4 Attribute =
Avg_Risk| , o, a; RN P ER, @y; A
MTEREFLR, a WHARFHER, o WP E
(RSB AL FRED)

(3) XFF Z2 4k BEF O 45 b B 45, AR Y 00T iR
HEFT LT #0E  M s — R

U AR 4 FECE 2 i REAHR & T R — > e

{ Score ,Download , Evaluate,

USSRy — AN E 5 5 3R (0] e 58 1 B, 24 A 18 Ik
I,
@ Attribute = 25 (B LW A B M) 8 H

Multi_Data " {1 50408 76 50 4% J 2 b 3 B[R] (J& 4
BERIS)  SR [m] e AR 1A i s ks

QWG ELEE A (A e Attribute ) FJ& T E M /N
FNICHEZ , BORH 2 P4 Ja M AR A0 PS4 55 1 S dal 43 i Jerh
Hj AR E T RN T, = (a; +a,,)/2, WYX
SO SBIRES D, R D, T4 R HE AR
g3 XN SR SR FE AL

- A
Gini( Multi_Data) = 1 -
ini( Multi_Data) 2 ( "Multi_Data ‘)
Gini( Multi_Data,A) = ¢Gini(D ) +
- ’ | Multi_Data | !
D, | L
| Multi_Data | Gini(D, )

OFETT RIS AL REBUP S e R AL
/N A X B 1 B RS o, 82 2 FE VAR 45 A
BARER N D, THM D, T4,

&XF D, FHEM D, FEBAMIHHDO ~ D4 4
PR

3 XBRERESW

W ICHEEL 360 I T Al Google Y B 5 1 FH Tl
Y Google Play fE b ¥t 45 Ui, f#i JH python J€ B K &
Android W LA KA (5 B, P s 25 L 4 Gl
FE2E AEIEIRIN b R BOE ) A R T L
FHFE RN AR 25 50 4330 A [6) (0) Fb BoE  A7i E 2  B5 B
e ST Z ARV TR AR R B 5 | S RE 4K
R AT AR B E AR LR R P SRR
AT B 20 P, 03 Bk 19 8y R I
RS, o BRI A 1 744 A, ERREACA
1207 A, &l 3 Firo Sk 37 I I 52 2% g FH R I R 3 R e
é&*ﬁﬁﬁﬁifﬂ%}(lﬁﬁﬁhmi

M 3 0T LLF ] — PR B 5 AR 2 A AN
(IR %) Rz FH R v i 0 I o0 = AN TR g,
ACCESS_COARSE_LOCATION A% B, 37 [ 5] 332 31X —

B R BIE RN 0. 64, 1 BUREACEE IR P ISR g
0.29, SRJE M b S0 SO XS R H B A 28, X 1
TP (0 fa b A BE R A T, A PR 1) 12288 XU 1 A Al
T2 RURE AR XU B 43 A1 an &1 4 AL S B

1.01 - i
FRASG

l| Il 5

==

T

HURERIFE
o o = o
o ~ -~ o

=< wy-aw::"ww !
gookEDE EE e Ewongsgad
g &:zgifawﬁséggésas%;ésgsazgg
w = z gy I W > w B 3
& [ - KB_A\A. a S

£54 o8E g &ig g08%: 2 g
848 8 . 3 225 o o
a2 & H W °F 5 ;
gg o = iy =]

8 g -

: g

wREH

B3 kR AR A AR KR
L JAAL 0 A RRAL R 90 5

350

300 A

250

200 1

150

The threat range of Application

0 250 500 750 1000 1250 1500 1750
Applications(a total of 1 744)

B4 #FHEAEEREE>H (B 744)

400

350 1

300 1

250

200

150

The threat range of Application

100 7

50 7

T T T T T T T
0 250 400 600 800 1000 1200
Applications(a total of 1 207)

H5 ZAARERIAL) A (EE1207)
FESEH 1, R ] k—means 501 %8 P AS BEAR HE 1T 2R
o ARSI BT R AR FURCHE Y )i, 280 2 W0 LE 2R



%512 3] ZS

FRAE 0 FPHERY Android R FH XU PPAR B 5F <11 -

KGR IR BRI o3 14 ADEFEY a1 R 2 B
TN S R (B e | A7 AT O B R REPE
LB

A1 RS ERELER

SRS JRUBS: 45 4% LR A4
[0,48] KA 762
[48,105] IE# 523
[105,172] Tt 55 289
[172,342] 15 170
k2 FMEBRMBRIGRELZR
SRS JRUR: 45 4% o7 PR YA~
[0,38] R4y 717
[38,95] EH 189
[95,203] it 3 171
(203,385 ] fE B 130

Y PR DR R PP o3 B AR P
JRURS A (KU (1 A BR &R ) 48 A5 S5 0 AL JH AR e XU
A R AF S 0 BB, 2 i XU TPAy 8 2 8 SR 1 T g Aok

K3 H kAR B A R R AP B U SR AE 45 R

I B AR il

PR L AR A8 I3 PR RN
R4 784 723
EH 508 198
T 295 168
&k 157 118

MR 3 FTLUE ), S PR RHE IE AR AL SR 2 45
T V57 52] T2 AR AR AR A B 5 IS 45 2 7 g FH R 7
MR T A, #E— W R B, KRS S5 g 2s K ol
TP IIRE R P R0 A TR 28 A A Tk S R 3R R
AR 3 F 5% A FR sl A BR 2 345 19, 91 4n, com. hnr.
dxxw J& T3 ] B e FP R | 2850 SR 18 1 IRURS: S5 0\
G 1875 A 155 , com. hnr. dxxw H [] R LAt 1 FH 38 i
TR E R L A Thie, I AR B 2 AU (B
WA 5 o (R, IFANAEAE 53 BOH P AN A5 B R
., BT R R 5 K B D RE TR A2 KRR %

SRR A AR A [F] R A AL PR A T A A —
FE 225 o DRIV RS £ 8 ok ) s A RR 8T T 1 & B
Al DL S SN [R) B e g H 2 e = TRl 22 5o A k-
means 575X B0 RE XU B 2E AT SR8, 15 21 45 XURS: 55 9
B UMETE R, SR a , I D A 1 22 4 B 4 bR Ak &
IRATTAL R GE, B o XURS VP4 25 3 i v i Bk . A 5K
BRREF A, A FH P 6 4% Android R FH 4R f1E— N34 1
SR

4 ZERIE

{85 FF T AR R AR (0 SEREL R T ) R
Android J37 FERCBR A BT FIXUR A A0 82 306 fry B
8 PR 0 R B 25 20 25 5 L SR, 0 5 ) A Dl S5 A o 25
PEAFIEIE VAL, SEu st R B, 1% vk vl LU AL 352
Android J57 FH XU (B ) ELEA B0 64 3 4, % P
PR A KUK R B AT 2 49 Android 7 A5 2
WU S M, BTk % R E RIS 5
VR SR APT 0 TR W 25 22 7 T, 452 25 107 P KL
DA T

SE Lk

[1] FELT A,CHIN E,HANNA S, et al. Android permissions de-
mystified[ C]//Proc of the 18th ACM conference on com-
puter and communications security. New York: ACM,2011 .
627-638.

(2] WEERR 2. 5830 % 408 #a3 Brdie i (2020 45)
[R/OL]. 2021 -07 - 05. https://www. isc. org. cn/article/
40058. html.

[3] RAEfh, s, % &, 4. Android FURHLHZ 2AF 7 L5
I BN HBFZE ,2015,32(10) ;2881 -2885.

[4] LIUZ W,SUN Q B. Android application behavior detection
based on rights management[ J]. Netinfo Security ,2014(6) .
72-77.

[5] iz, 2. ST RRSETHY Android S % i A6 T
FELT] AU 54,2017 ,34(1) :306-310.

[6] DIFEE, & RA. £ THBRE Android N7 U PFAY 75 12
[T]. 3L ,2019,39(1) :131-135.

[7] EXRBRBFFHE HURT. —FETARAIER Android %
TR IR 7 [ 0] AL S5 #2018 ,35(3) :316-
320.

[8] XIAO Z,LI T,WANG Y. Feature analysis and risk assess-
ment of android group based on clustering[ C ]//International
conference on intelligent computing. [ s. 1. ] : Springer,2018.

(9] P& E A EERY Android ¢ 42 UG Pk F1 3 25 Ry FH A6
WD]. B RIEHE K2 ,2019.

[10] Android Developers. ifi [a] i FH JF % # A9 SC#4 [ EB/OL ].
2016-12-08. https://developer. android. google. cn/docs.

[11] JAIN A K. Data clustering:50 years beyond K—means[J].
Pattern Recognition Letters,2010,31(8) :651-666.

[12] % ¥ BREFHRK TS L 2l [ 1] SR 5 R
F1,2014(1) :179-180.

[13] RASE EW App KB IEAL Ik MgAR 1], H4EIE
#,2019(34) :53-54.

[14] H P, XIMIE , 5. %3 APP I - B L f B il 82
DB PEAN 48 b3 e SSUERF 58 [ ], &L 15 1 i T4, 2018, 62
(19).101-110.

[15] FRBEI. BB QA HLAT APP 1 JXUEE
BRI I]. AL 56 I T5E,2018(8) :82.

[16] BREIMAN L,FRIEDMAN J,STONE C J, et al. Classifica-
tion and regression trees[ M ]. [s. 1. ] :CRC Press,1984.

DL A




	封三
	页 1

	封面
	页 1
	页 2

	封面
	页 1
	页 2


