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Abstract; In recent years,as computers and people’ s work and life have become more closely integrated , the importance of malware clas-
sification has increased day by day to ensure information security. However, most of the existing malware classification methods have dif-
ficulties such as complex model,long time—consuming, and inconspicuous effects. In order to improve the efficiency of malware classifi-
cation,a malware classification framework combining feature extraction and convolutional neural network is proposed. Aiming at the
problems of low accuracy and slow processing time of current malware classification algorithms,a feature weighting algorithm in the field
of NLP is introduced and improved. By calculating the feature weight of the opcode,the opcode with greater information gain is selected
as the feature words, then the feature maps of the malicious sample is extracted, and passed into the convolutional neural network for
training and classification at last. Experimental results show that the accuracy of the proposed method on the big2015 dataset is 99.26% ,
which is slightly better than the method based on TFIDF feature extraction. It is close to the champion method on this dataset,and the
classification performance on unbalanced categories is better than that based on frequency. The extraction algorithm for feature word
selection,and the preprocessing time is shorter than other methods.
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