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Abstract; Aggregate signature has become an important cryptographic primitive in the field of data security authentication, and its
certificate and key management overhead can be reduced by introducing a certificateless cryptosystem. However,key leakage is still the
main security challenge faced by the aggregated signature system. For multi —user—oriented aggregated signatures, an adversary can
destroy the aggregated signature generated by a user through the key leaked by this user. In view of this problem, a certificateless
aggregated signature scheme that supports parallel key isolation is proposed. Firstly,the parallel key—isolated mechanism is used to update
the key in time segments,so as to regularly update the keys of the users participating in the signature, which can support more frequent
temporary signature key updates under the premise of ensuring the forward security and backward security of the keys. Secondly, the
scheme construction is realized by using certificateless elliptic curve cryptography, which reduces the complexity of cryptographic
operations while maintaining the length of the aggregate signature at a constant level. Finally,a formalized security model of the scheme
is given based on the random oracle model, which proves that it can achieve the security goal of resisting adaptive selection message
existence forgery. The performance analysis shows that the scheme is superior in computing overhead and communication cost of

signature compared with other schemes.
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CE Y by, BB A BN R by e 27 AR50 A BN
EFERAHE (m, 1D, , T, ,mpk ,hy,) % L,
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