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Abstract: In recent years,large—scale outbreaks of infectious diseases such as pneumonia have sounded alarm bells. The detection and i-
solation of patients with infectious diseases and their close contacts is extremely important to control the outbreak. Traditional contact
identity tracing relies on an infected person’s memory to recall a list of people he/she has been in contact with and report it to hospital
staff. This method is inaccurate, inefficient,and not a quick way to suppress the spread of the virus. Aiming at the identity tracking and
privacy protection of close contacts of infectious diseases, we design an identity tracking system for close contacts of infectious diseases,
which can ensure that the privacy of patients and close contacts is not leaked. The identity authentication protocol in the system uses zero—
knowledge proof to prove the correct generation of the public keys of the two parties that meet and authenticate , saving the cost of public
key certificate verification. The group signature with attributes has been improved in the system, which verifies the fact that the patient is
diagnosed, and at the same time hides the patient’s identity and protects the privacy of the patient and close contacts. The system can lock
the patient’s close contact information in a timely manner and secretly notify the patient to achieve the purpose of epidemic control. From
the security analysis and performance analysis, the system has better flexibility, security and computational efficiency.
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