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Overview of RFID System Clone Tag Detection Methods
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Abstract : With the development of the Internet of Things and the wide application of radio frequency identification,the security problem
of RFID system is becoming more and more prominent. Among them, the emergence of clone tags greatly threatens the life and property
safety of producers and consumers, which has become an urgent problem to be solved. At present,some mainstream methods in the field
of RFID clone tag detection are summarized and analyzed ,aiming to lay the foundation for further research on more effective RFID clone
tag detection strategies. According to some known detection methods, clone tag detection methods are summarized into four categories :
radio frequency fingerprint, synchronization secret, trajectory analysis and collision detection. The specific strategies contained in these
four categories are systematically studied. At the same time, these methods are compared horizontally and vertically , and the evaluation
conclusions are shown in the form of tables. At present,these four methods have been found to have certain defects after analysis, which
makes them unable to be directly applied to the existing RFID systematic clone tag detection or the application conditions are harsh. In
view of the existing problems of these methods, the distributed detection of clone tags in anonymous RFID systems is identified as a
direction that needs to be worked in the future.
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