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A Lightweight Attack and Defense Simulation Method for
Grade Protection System

HUI Sai—nan,HU Jun
(Faculty of Information,Beijing University of Technology, Beijing 100124 , China)

Abstract; Graded protection system is the basic system of Cyberspace Security in China. It needs to analyze and evaluate the protection
capability of peer—to—peer protection security scheme ,and requires the security mechanism to form a system to meet the requirements of "
credibility, controllability and manageability". Under the characteristics and capability requirements of graded protection information
system, aiming at the network security problems faced by information system at all times,a security analysis method is proposed, which
takes the business process as the protection object,reconstructs the application scenario through lightweight software , simulates the attack
behavior and deploys the defense in depth mechanism from the perspective of security attributes and information flow,and judges the
system security protection capability through the deduction of security attack and defense. This method is proposed in response to the re-
quirements of graded protection for network system security defense, which can simulate a variety of application scenarios at low cost,
analyze the security of the application and try the effect of different security improvement schemes. Finally,an application example of
Stuxnet virus in an industrial control system is used to illustrate the implementation and verification effect of the method.
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