HTENMRARSARE

COMPUTER TECHNOLOGY AND DEVELOPMENT Jul.

Vol.32 No.7
2022

0

i an . Hl gt
=X qi Rl

ETROGMRUNIERERE X

¥ @5 #
(FBwbrd X5 EAF R, R Hw 210023)

W EBEETHELEREY B TR G R A SO VR BE A o) TR BB 2 1 U TR B R . SR BT
FAVR IR W 8 A AER LT . 76 MR 2800, Yok 35 w] Ll 2o 1] B 0 I o A i i i i 33l ok
fHTASIR B o 22 ) 2% 3 2E B8 4 A IR I 4028 TR AR Bl T AR B AT WY, A T 30 8h 2 )5 M R gt B ke A
T80 1 e A XA AR A2 357 ( projected gradient descent, PGD) J2& H Tij A 8 A 05 B 1k, (H R X R IL A 5 ot i i
B EICHE S TR SR MRA R BEAT S ik R AR 400 5 SR A o i A X T 5 o 5 ) B S M B LSRR 8 S Oy 1)
AT REFA AR IR (B A5 B0 , AN — 2532 T ORORR AR (9 e A 26, T FLA I T X AR AR 30 RS 1, S0 45 B4
BT TRV A A0, PT AAE SA D B A 8 ) — A Bk

KRR X UREAS ; @ Tk s RO BE B s B M 2 ) 245 5 DR B2

FE 435 . TP391.41;TPI83 XEkARIRAS . A XEHS1673-629X(2022)07-0001-07

doi;10.3969/j. issn. 1673-629X. 2022. 07. 001

Adversarial Examples Generation Algorithm Based on Integrated Loss

ZHANG Jin, LI Qi

(School of Computer Science,Nanjing University of Posts and Telecommunications, Nanjing 210023 , China)

Abstract; With the rapid improvement of computer performance and the explosive growth of data,deep learning has achieved amazing
results in more and more fields. However, researchers have found that deep networks are also vulnerable to adversarial attacks. In the
field of image classification, the attackers can add artificially designed small perturbations to the original image to make the deep neural
network classifier give the wrong classification, which is invisible to human beings. The image with perturbations is called the adversarial
example. The projected gradient descent ( PGD) algorithm based on gradient attack is an effective adversarial examples generation
algorithm at present,but this kind of algorithm is easy to over fit. In this paper, the integrated loss fast gradient sign method is proposed,
which uses the integrated loss to measure the importance of the input to the loss function,and avoids the situation that the gradient update
direction may fall into the local optimal value. The proposed algorithm further improves the attack success rate of the adversarial sample.
Furthermore, it also increases the transferability of the adversarial examples. The experiments results show the effectiveness of the
proposed method, which can be used as a benchmark to test the defense model.
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BE(1997-) 55 Wt BFSE 05 ) IR L2 ST ML it 5 2

TER R VR B 2% ) vl ff B ME 09 o 72 o, Christian
Szegedy &5 N H&H T XHHUFEAR (adversarial examples )
EF IR 6 S SR T BRI EX R o K 7 e D A A
i AFEAS W O A DL ey 15 B 2t — R i
o AT AR IRVE 2 UR B ST A | A 4 4 Bl 2 0 4%
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HAW MM, R XA LG T80, RE
TEOLT TN GRER A R] 54 F I ZR15 21 14 [ 45 22 44
AN TR A AR 23 08 ] — > Xof HUAE A Al e 1 7026
HARE H AR R B ZEAG A2 B0 A5 AT LRt ety
3R AEBGE AR a GG . RO JUE IR 2 MGt
SR ARAR S Y S A B TR B Y Mk
X EER e A] DL i — 2D M R oy Sy ORI R 2 A0
Goodfellow %5 A1 45 Hi il 28 W) 48 36 Xof 70 R A 26 BE I
553 110 D DR 22 X 4 1) e e L 5 R T Sk 1 R
AR S A P, IR T — B Az Ot
BEAR Y515 (fast gradient sign method , FGSM) , X
ORI H B A S & 1R, Kurakin 55 A
¥ FGSM it — 20 Br ik, 4 i1 17 220 iy kAU RR A 1Y
FGSM (iterative fast gradient sign method ,I-FGSM) , iX
AN PR T T A & G R R E X T H
PREERL P A T A R R s S T HE— DT
Yok AT B, Dong 25 N6 B 5 AF] 1-
FGSM, #£ !} T ( momentum iterative fast gradient sign
method , MI-FGSM) $.7% . #5071 LIA R0k 78 5
R E R T RE A SR O 1), I e T R . 2 A,
Jiadong Lin % A" A MI-FGSM % ¥k ffi 156 & AN
W SRR JCRR 3, AT R 23 4 i B (R, 4% Nesterov
L F] T MI-FGSM, # 1} T ( Nesterov — momentum
iterative fast gradient sign method ,NI-FGSM) .45, %
SRR AR UM R AR S T 1 Ef A AEL IS 1 A 58—k iy
AL TR 3 K Ul 1) ), Skl B 88 BT ) DR PR
H1 T Z B AR HORE A AR U1 AT BE 3 B ARy S A
AR RIS LU, 5 B — M7 R AT RO A REAS OB
Sundararajan 25 AN T A 2R MR VR B N 4 A
X T4 AR BEAR 25 Byt A R B — A A A AT
REA — AR/ BB B2, IF 32 1 AL 6 ¥ (lintegrated
gradients ) JX— 599, %5 12 18 Ao 7R HCHE RS BT 8] B
AN A R B0 SRA: | I 33K 88 SR A 1) B8l AT B T
B B JE R B BE EA T 20, PR 7R SRR AR ) B
JE o PN AR B S A A AR T i AR Tt Y
HENE, BRI B I A, 2 SORE 8] R /T Y
P B SRAE AL Sy e B 1) i 50 Y PR R AT SR A, AT
B SR A UG 22 s e i TSR T AR AT R B TS AR
IREARAE o [ R RAE AOAEAS FE T 400 2% iR By 31
B RO IR T IR R AR AS A 401 R TRl AE 2 08 T 24
HIREARZME L] b iy 2%, v AE AR R TE S AT AS |
YA I ) — A B W, 4 HoFR Z Ry B3 1 2% (integrated
loss) o 7RI B4 i 7 AR 0 0 26 P Bk 2 45 5 1k
(integrated loss fast gradient sign method,IL-FGSM)
LA R U RAE AR bR e& K, — 2 TR
G R RN BRI 0, DA B b s B 4 SRy A

., SCIRZER W] IL-FGSM SR 84T, #H 1 T3 4
IEBRFT 10% ~20% W3 %,

1 tHXHIR
1.1 #SiiH

MWK IE— DR F(x) =y JEZ— 1R «
e R" ,J=HE—1Hi y e R, B F (o fRaUf &
— LRI SR 6, P SCH ST FAE m 280 25850
PR 4%, f ] softmax BRI BT I 45 (1) fi | 1% bR
Bt i y R 0< y, <1, y,++y, =1,
WA s Ty WA A By, B A«
FI i MR, AR C(x) = argmaxF (x)  1EN
A x bR %E, B C7 (x) 8 x FIERIFRSE . softmax
PR I T AFR A Togits, & X F ML softmax PRELY
BB Z(x) =2z HERT softmax Z /MY TE
JZ09%H BT 2 f softmax A%, B logits , N ;

F(x) =softmax(Z(x)) =y
1.2 AR

Szegedy 5 N 1 JeHE T X HUREA U AETE L 45
ERBAEA x FNHBR ¢ # C" (x) 8% 0 LA 312
I x fHB C (x )=t fHx, x AREIEFIEE
JERORIERE R . FEAS o BA XA B A BARiY
XA, AR TC HAs X e ke A, H 3 ki A
x LR C(x) #C(x) FFH x , o MR, AW «
SRRGEN B, Wik, X B A H
P S K BN S

2 BEWEEZE

WA NIRRT VR 2 0007 IR AR U BUREAS | X
AT E RN
2.1 I-FGSM & PGD

1T FGSM J& 186 B2 B9 A5 5 5 ) b 64T — IR i)
BAER & B9PLSN, SR A B BUAEAS T 2l 5 B AL
K, Kurakin 55 A TSGR AR T-FGSM, %54
ERMZAN BN o BRI S 5R EE ] i 4
S5 ET R AR &, 77 A B X BURE A M RE
B,

X" =X

X:% = Cliph | X0+ o - sign(V,L(X" ™)) |
I, & BRI, o« FR PSRBT,
B o/ T FOl T 4R IS R UCHL Clip; %
IR STHRAE  RIIE X R — A RO 1 an &
MWHI[0,255],

Madry 58 A0 8 T B R B 5 %
(projected gradient descent, PGD) , —~ 5 5% i) FGSM
D7k A 32 AR AE SR PO A, ] —
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BEAL A S B AR A HUREAR R AR
2.2 MI-FGSM & NI-FGSM

N T R I-FGSM W IE RSB0 22 1Y 0], Yong %5
NPT Bl AR A 5k (MI-FGSM) ,
2T S RN A BN B0 i L R SRR A BB
Dy 1) ke T 3R R v R RE R R T B2 %
TE NN R TR Al BB BRI BT 1-FGSM,
B i A= .

VaL( X' y™;0)

I VaL(X™ ™ 50) ||

XY = Clipi X" + a - sign(g,,,) |
Hopr | p Esh B N 7, i EE R 1; 2,20, g,
SR n IR SE BRI

Lin %5 A" F I Nesterov R Hsd 1 T B IFFa 2
b J8E BRI 7 i), AR TSR B T B AT R — ki
XHPUREARAE R M X PURE A, $2 H T NI-FGSM ik,
AXTF

X" =X"+a-p-g,

VaL(X™ 5™ ;6)

I VL (X" 5™ 50) |

X = Clipt | X™ + a -
2.3 DIM & TIM

Xie 5 N N5 A ZFEME I AT HUREA 1 25 it
B D0 T XA BB M, 21 T DIM
(diverse input method ) 2. 7% ., DIM R ¥ #iA40 BE A 1-
FGSM AHABL, HAT 4T (0 2 4 .

X%, = Clipy { X0 + a « sign(VaL(T(X)" ;p) ,y™;

0)) 1|
T(X:™3p) FREHLAS He b4, HAR R A KA T .

T(X™ :p) T(X:d‘y) with probability p
. P)=

gui1 =M 8, T

gus1 =M 8, T

Sign(grwl) }
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with probability 1 - p
Horr, p ;A FRORA p IR X A B AL A2 4
PR, p MM OREE R AR I i A . SRR B00 H G2
THEARWD A QB MR , #—LiETHR
SHCHERRIA B IRE p =0.5,

A7 34 DIM F MI-FGSM #4 #] — &2 1 T
M-DI’-FGSM, B % I+, 8y Fl 22 A 1 iy A2 A 52
EZ NI E W 323 SUR /R iR I ST BuR (A NS EZS
A B — Al — A R A e AR R S
FEH MI-FGSM AHALL, FE B0 B2 ) SR B e an F

VaL(T(X,":p) 5™ :6)
I VL(T(X)" 5p) "™ 30) I,

H T DIM Z7E A F#E Tk 35, Dong
SN AR RS RO AR I SHZRE AR T — FR A
1 R A AR T B — A 2R MR IREAR AR S

gn+1 =M .gn +

BB RMART BT S, th TR A
i — 4R T TIM (translation —invariant method) , E.
AR 30 3 K A AR A 1) D 0 TR e R — A oA A R B
GEH R S TR ) HEAT 45 BRERAE X B2 JE AT i U 8
B, LA X TR A (& #E . DIM Al TIM #2
IS POREA TR 2l M X A T eSS S
B2 H HTA R B POREA T R AR 1 7 8k

3 IL-FGSM & ENS-IL-FGSM

X E e BRI H S ARG e i
¥ IL-FGSM B4 3L,
3.1 Integrated Gradients

R T A RV AR B OA X T e By R R
Sundararajan % A" #E T B 4 BB (integrated
gradients ) X — 51k IR M B A — D FHES
FRE R | B IS L0 A2 A0 i H bR gda % A8
DA b ab S AR A %) 25 1 B SR 9 A T S A
SEMR AT AT TR AT T s R, —
FREE Lot fe 1 A T i i AE e . BAR 2
AF .

1

IntegratedGrads(x) = (X - ) G g
s

R VAD, G % .
) X
X AT A R R T R R R A A A
X T SCARE R R A &, s 24T X AR
I3 R BE T A R R S
3.2 IL-FGSM
FEF BB RS B T B O P OB A
515 IL-FGSM, %5875 B 73 1 2k (integrated loss )
YERE R pR R, B T R AR A X PR A A AR
WY R — R G, — e R Lk e A — R TR
R B B AR AR 1 I 52, B 45 5 A B M Y TR AR
X AL TR HE A B DA T B b K 3] 4 SR Fre AR
BN fERR AT R, IL-FGSM K &E 4
HIFEA B 5 R BT A 1 B

s—1
IL — LZ L[Xhamline + % . (X:dv _ Xhaseline) ,y;e:l
S i=o

Hidr | 1L 4 Integrated Loss, s F/nFEA X" RFEAYIR
B, X0 E 0, XA L) AT LUR— B3 X
FA O R, AT 2 C&W™) o o 3 R 4R Y A ok
PRI, PRI AT AR 25 ) b B 3 A ) e Bk v
3.3 ENS-IL-FGSM

[ B 22 R B oy St . 5 o
B L, R s Moy 2B AY AT DA I 2 B e e pi A A
IR SR i AR 4 EDOW, W SR — A X
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FEARE ) iy iy 22 Y I8 4 B AR AT BE X Al AR 241
Ty RA Bt

SR e Z2 AR logits 221K, 1T logits fifi
LA TN 2 8] A X 00 2%, TR I H Togiits il A A6 Y
BT T I ALY ARG A0 200719 i X S AR AR Y g
SITERE YOI, HARR) Tty K AR

Z(x)= 2 w,z,(x)
k=1
Hr, z,(x) FoRE k ADBALY logits, w, 7R IZHAY
K
REREIRLTE , w0, 2 0, 2w, = 1 BRREL(X,y;6)
k=1
TE SN 45 E L
ST
L(X,y;0) =- 1, - log(softmax(Z(x)))
Hor, -1, 2h5% y 19 one—hot Z i /Y ) & , K Bty
ZARER R SRS L R B2 Hh 9T i IL-FGSM, Jf-fir 44
A ENS - IL - FGSM ( ensemble integrated loss fast
gradient sign method) , #H%F IL-FGSM, ENS -IL -
FGSM B AT 4 (85 k.

] o &
IL = — 2 z - 1)’ :
S =0 k=1

FRZE y F logits {H Z(x) ) softmax 32

baseline adv
<z (X + - (X -

1
log( softmax (w, >
X))
TERFUR A IEANH , AN PR B — B R A logits, T
SR 2B Y logits 19 4E A, R R M BTFEAS (1)
logits , R 5 I H R REAS O BR BE | T SERTREAS X0

4 X

i e S 6 SEAE W BT IL-FGSM 5 #: A1 ENS-IL -
FGSM s, & %6, 32l T 5050 i AH G B R
FeAE 1 R R B RAE SRS 35, 3 b T B R 1Y
RV, Z 5 B % 7 B LA B e
FRNZAS BN R B R AT T He8R, fedm , ¥ 4
I HLREASE B 775 507 kg Gl ok, 54

JrEHEAT T iR R,
4.1 & =&

BAEAE Ul — N BN I A 1 BT R IR 43 2R Y
YRR A B, BT ABEALE#E T ILSVRC2012
IESE 19 1000 FKJE T 1 000 MBI R, X L&
R AT AREAS SEH 1Y TR o AR R 42K

W2 T T AR 4 A2 R IR R
71 Inception—v3 (Inc—v3) "™’ | Inception—v4 (Inc—v4 ) ,
Inception—Resnet—v2 (IncRes—v2) ") Fil Resnet—v2-101
(Res—101) " 3 A2 3F B 25 B #5580 . Inc—v3 —ens3
Inc—v3—ensd Fl IncRes—v3—ens'?’

HBESE T KRB SE, 5 Dong % N ik
BARR, B RAPLE e =16, R ET=10, K a=
1.6, % MI-FGSM, 5% Fil BRIk F 560 B8 = 1.0,
X} F DI-FGSM, ZE#48% p =0.5, XFF TIM, R H &
Wik, WAZ R/ NREE Ry TxT
4.2 5K OR HEHRE

FE1155 Integrated Loss A3 #H, X T [a] — AR
THRH L B4 0%, AT LA R P RR O 2 850 R RN 96 £
KFE . ORISR R AR TE 2 N R RO
BIIZIEAS 25 (8] 55 L) A R AT R A B 0 2R IR AK S 4
I FRBCRFESR BB AR ATE 4 2 1 R 0 (8] 7 3]
IZREAR 25 (0] 47 (6] B8 48 55 L 49 P FE AR 2R TR R
.

1 IL-FGSM 731 3 PRl CR SN T 647 1 L
. BARM, ff FH IL-FGSM 7EiX P #f R g T 38 K
FEURECER 5, Tk H R 25 19 5 7Y | o S A 7R g 4
(Inc-v3,Inc-v4,IncRes—-v2 F1 Res—101), {3 1 fr
7N, AT DA 3850 R N BORAE JL T 2 AT 48 [F] A 2%
i FHI  AE R BORAE 19 Yoty m ) 327 B 2 L1 5 0%
R 5% ~10% o PR 2] R 5 UCR R 1] B Y
FEBSHIE , S8 7 RS AR UREAS YT+ 58C , B LA )
AR, HI, 256 Hh R R o2, s peds 5k
RAEEVE R Integrated Loss AY—FhRAE RIS

K1 BEAEARET RO RBEFRBRFSE ARG ERDF(+ R Ta&HF) %

Model Sampling # Inc-v3 * Inc-v4  * IncRes-v2 :* Res—101 fne=v3= fne=v3= IncRes= Attack
strategy ens3 ens4 v2—ens Time

Inc-v3 Uniform 99.3 65.9 63.0 53.9 21.4 19.0 9.4 344.8
Exponential 100.0 75.7 72.1 67.1 30.4 31.0 15.2 344.6

Inc-v4 Uniform 75.8 99.8 64.1 56.2 25.1 22.6 11.5 625.1
Exponential 82.7 99.8 74.1 68.9 41.0 36.4 22.0 630.9

IncRes-v2 Uniform 72.4 66.5 99.0 56.6 28.3 23.2 19.1 717.9
Exponential 82.7 78.0 99.5 70.9 46.7 38.8 34.0 732.3

Res-101 Uniform 70.9 65.1 62.3 98.7 30.0 25.1 16.2 591.4
Exponential 78.4 71.8 69.7 99.3 39.9 36.4 22.8 593.7
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4.3 RER¥

B HA SR A VR EORT DASR AL T g A 1 ) I Lol
TR AL, B, 58 T A REREEREL s 1Y
i, Af A Inc-v3 A B HLAE AR B Inc-v3, Inc-
v4,IncRes—v2 ,Res—101 , ffi A REERECAN 1 5] 8,

1R T AN]SR AR OB i W i S 56, W LA Bl
I AR B A SR U KA 1 TR A DRI A | SRR YRR
NS I BT SRR A TR A RS R M
B TR 22, BT LA S5 S T R AN i
IR, VP RN 5

100 1

—a— Inc-v3 *
-#= Inc-v4
—v— IncRes-v2
o 804 "% Res-101
‘@‘ —=— Inc-v3-ens3 _'___—_‘:::-_.___.___.__-:A___A—:.__-:A___.__:.___T:
- -#- Inc-v3-ens4d _”-_';_';4-—"' """"""" B RREETTTTT ‘e, e <
3 60{ — IncResw2-ens ¥ g
o P T
a S
b
<<
20

4.4 BWEHBPANEE

TEIX AN Ay, K IL-FGSM Al HoAth 1) 2B & e o
1% (I-FGSM , MI-FGSM , NI-FGSM ) #£47 [ 45 , T il 24
ABEAY a3k 2 IR, SCh O R T TR I R
BRI I E, — A IL-FGSM H1H Al 548 75 1
— PR EA JLT 100% 1Y 1 & 250 R R RS

R FLRAR R A8 5 T

i b SO Ir kTR 10% ~20% , RPTX
s G A RTINS G i IL-FGSM 2 i
TR TGS AR [FRER AT LUE B, i
F4) TR (R A A B A A, A AR O PR AR ) S R A
(2358

£2 BABAFETFT , RELMERGLERIE(+ L TEESLE) %

# Inc Res Inc-v3 Inc-v3 Inc Res
Model Attack #Inc-v3  * Inc-v4 # Res—101

-v2 —ens3 —ens4 —-v2—ens

Inc-v3 I-FGSM 100.0 20.8 16.3 14.4 7.1 7.1 3.6

MI-FGSM 100.0 41.7 38.4 33.9 12.7 12.2 6.9

NI-FGSM 100.0 48.2 47.4 38.3 12.9 12.2 6.2

IL_FGSM 100.0 75.7 72.1 67.1 30.4 31.0 15.2

Inc-v4 I-FGSM 31.9 99.5 20.1 18.2 7.6 7.4 4.5

MI-FGSM 54.6 99.6 44.1 40.6 17.4 14.9 8.1

NI-FGSM 61.4 99.7 50.2 44.0 16.3 14.1 7.2

IL_FGSM 82.7 99.8 74.1 68.9 41.0 36.4 22.0

IncRes-v2 I-FGSM 28.1 22.6 97.9 18.6 7.8 8.2 5.1

MI-FGSM 56.3 48.0 97.6 40.2 19.9 17.1 12.1

NI-FGSM 60. 1 49.2 98.7 40.4 16.3 15.2 10.7

IL_FGSM 82.7 78.0 99.5 70.9 46.7 38.8 34.0

Res-101 I-FGSM 26.6 22.5 20.2 98.1 9.4 8.6 5.6

MI-FGSM 53.5 48.9 46.1 98.2 22.2 19.2 11.7

NI-FGSM 61.5 56.5 54.1 98.6 25.1 19.8 10.6

IL_FGSM 78.4 71.8 69.7 99.3 39.9 36.4 22.8

4.5 WHEMHEE

SEIOT I AENIFE F R 2 iR R B s 2 ) 5
BURIE R . 4 A% S8 AR FR] At mT AP 30 060 0 2 ol
b RO ISR — SRR A X T 2RO 2 X T AY

B2 EARA FTRER R 2] T WAE RS HTTT [, JF HE %
Dy AE [R) — I (B E A% 2 AT b | T BE— 20 42 71 2R
R d AR H R, A =AW R S SR
logits H A PN HE G 53 2k FE A, o logits B2 4 IA
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R RAT R A R

F % IL-FGSM 1) £ Ji A% 7 55 7% ENS - IL -
FGSM [a] i} Wiy 2 AR AE logits AYEERL . FLARAY,
i FH (FGSM ,MI-FGSM , NI-FGSM , ENS -IL -FGSM )
Brdi # M ZR R AL | 3k BERTAY 4 45 (Inc—v3, Inc—
v4 ,IncRes—v2 Fll Res—101) , 74 EATHI AL E % & A A1
S

W 3 PR, 5 Yok SIS RERLAR [, Xt B A A5
YRR GG R LT W e TR
Yo B BEEN#, JF HoCrh ¥ e R R B 1 1 & Gk

H R 7R oy Bt TR dE 10% ~20%
e WK S 2 R (R R B I 5 A R A 2 & T f ENS-IL
-FGSM ¥ty T FUR 4R 4L T fss B 3

N T BT IL-FGSM 1Y M8 & o )i ol % |
ke BEATE B M 7 2 DIM A TIM 4E 1 2] SC
w, HARE, ¥ B 15 FGSM, MI - FGSM, NI -
FGSM, IL-FGSM # 17 7 8 1, I #0417 7 i — LA I
B, WEk 4 iR IL-FGSM i T DIM FI TIM , 7£ {4
Frig i A &k P R iy Rl 76 2R & oy Bak®] T
70% ~85% X AR XA RORHE L &

£3 ERBAZRET, RELMERGERIE( L TEESLE) %

Inc-v3 Inc-v3 IncRes
Attack # Inc-v3 * Inc—v4 * IncRes—v2 # Res—101
—ens3 —ens4 —v2-ens
I-FGSM 98.0 97.6 96.9 97.9 17.4 14.5 9.7
MI-FGSM 98.5 97.7 97.1 97.8 35.9 31.3 20.6
NI-FGSM 98.8 98.6 98.4 98.6 36.3 31.1 19.7
ENS-IL-FGSM 99.0 98.8 98.8 98.6 43.8 39.6 26.7

A4 ERBAEET,ERDM A TIM 7 ik L HLMERGLERDE(x ATOELE) %

* IncRes * Res Inc-v3 Inc-v3 IncRes
Attack * Inc-v3 * Inc—v4
-v2 -101 —ens3 —ensd —v2-ens
I-FGSM
97.1 96.7 95.1 96.3 44.2 42.5 33.5
( DIM&TIM)
MI-FGSM
97.3 96.7 95.5 96.2 71.0 66.6 58.6
( DIM&TIM)
NI-FGSM
98.1 97.7 97.4 97.5 65.6 61.1 50.5
(DIM&TIM)
IL-FGSM
98.8 98.9 98.5 98.6 84.3 80.8 73.8
(DIM&TIM)
4.6 WEHARSH
Mirim — DXFPOREAR A T IR AU TR 5 Z5RIE

AN Y o R T 3 A B2 P A B Y B ) AR
ARBE L 2 Bk B T B ], 7R XA #B 4, I -
FGSM FHAh (1) B8 & i % (1-FGSM, MI-FGSM,
NI-FGSM) 7E Xt FH I 7 T A7 e, ansk 5 v,
IL-FGSM 7£ Y it FH I 7 T b H A 3R 28 07 vk -3 2
4 f5Ry A, FA IL-FGSM {# FH Integrated Loss 1E4
BRI R R B, AH H T A IR T o TR AR
LT — Wk di2  IL-FGSM 55 T X M FREA il 28 1
LU 45 2% SR 18, e ARG B B A 2
S5 EABAZET wAGZEGLERN s

Attack Inc-v3 Inc-v4  IncRes-v2 Res-101
I-FGSM 161.9 95.1 175.0 157.6
MI-FGSM 99.7 163.9 186.5 154.7
NI-FGSM 93.0 150.0 168. 4 141.4
IL-FGSM 341.2 632.7 710.2 609.0
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