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Abstract; Docker container monitoring system ensures the security of containers at the level of system operation and maintenance. In
order to solve the problems of the current container monitoring system, such as complex deployment process,low accuracy of anomaly de-
tection, large resource consumption, and monitoring potential black holes, a comprehensive monitoring system framework supporting
visual interaction is constructed by using Prometheus+, Sysdig and Weave scope. This system can not only locate the source of anomaly
quickly and accurately ,but also can be deployed easily with low resource consumption. According to the monitoring component resource
usage and component execution mode, the experiment is designed and the system is studied. The experimental results show that
Prometheus+ disk exists a high fault detection rate and stores data for a long time. Sysdig has the features both low false detection rate
and low resource consumption in anomaly detection. The abnormal detection rate of Weave Scope is even low, but it can monitor multiple
containers concurrently. Experimental results verify the effectiveness of the system. Then, it is not only comprehensively monitor each
node in Docker container in real time,but also solve the problem of joint monitoring of multiple containers. At the same time, this system
fundamentally reduces the overall security risk of Docker container.
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