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Abstract; Due to the security problem of traditional face recognition system, we propose a fuzzy vault algorithm for cancelable face,
which solves the problem that the face features are not safe because of the existence of real minutiae information in the fuzzy vault
scheme. Before the process of feature template encryption, orthogonal random matrix is used to encrypt. The encrypted template is
revocable and does not store the real node information, which enhances the security of the system. In the decoding stage of the
decryption, Berlekamp— Welch decoding algorithm is used to replace CRC decoding. In the decryption, the algorithm only needs to
reconstruct the polynomial once according to the decoding set, which improves the efficiency of the algorithm. When the biometric
template is attacked or leaked,the improved fuzzy safe algorithm can delete and regenerate a new orthogonal random matrix at any time,
and generate a new biometric template, which is revocable and secure. The basic process of the scheme is divided into four parts:
2DGabor-PCA feature extraction, feature revocable transformation,template encryption and template decryption. In ORL face database,
the best recognition accuracy is 96% . The experimental results show that the proposed method is effective and can meet the irreversibility
and revocability of the biological template protection scheme.
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