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Research on a Data Encryption Algorithm Based on
Double Hook Function

LI Hong-wei' ,PAN Zhi-yuan' ,HUANG Ji-jie’
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2. Beijing Kedong Electric Control System Co. , Ltd. ,Beijing 100192, China)

Abstract; In the context of quantum computing and secure communication , traditional symmetric and asymmetric encryption technologies
and their applications need to be further studied. We focus on the characteristics of the double—hook curve function to study symmetric,
asymmetric and lattice encryption technologies, and discuss their occasion of application. Firstly, by making the vertical line of its
asymptote and the X —axis parallel line of the intersection, the plaintext value is corresponding to the number of alternating vertical and
parallel lines,and the X or Y value of the last intersection is used as the corresponding ciphertext. Then based on the two characteristic pa-
rameters of the double —hook function and the selection of the base point, a symmetric encryption algorithm and the corresponding
asymmetric encryption algorithm (DHC) are designed,and any double—hook curve function is chosen as the lattice base to form a non—
linear lattice space,thus discussing the possibility of lattice encryption based on the double—hook curve function. Finally,the simulation
test on the PC workstation shows that the data encryption algorithm based on the double—hook function is hundreds of times faster than
the elliptic curve encryption algorithm (ECC). Furthermore,by applying the DHC algorithm to the power cloud training simulation , the
security of the cloud training assessment is ensured, which shows that the data encryption algorithm based on the double—hook function
can be well suited for fast encryption occasions.
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