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Ponzi Scheme Pattern Detection Method for Blockchain Platform

MAO Dian-hui, LIANG Xiu-xia,ZHAO Shuang , HAO Zhi-hao
(School of Computer,Beijing Technology and Business University , Beijing 100048 , China)

Abstract: Blockchain technology has brought new changes to all walks of life, but also provides a new platform for fraud. As a
representative form of financial fraud,Ponzi scheme has created huge losses to people on the second—generation blockchain with the help
of smart contracts, which not only affects the development of blockchain technology, but also disrupts the normal social and economic
order to a certain extent. Therefore, it is imperative to regulate the relevant platform in a Ponzi scheme which use blockchain technology.
Ethereum,a blockchain platform, is selected as the research object to design a Ponzi scheme detection algorithm based on the mixed
features of smart contracts. Firstly,according to the correlation characteristics of the transaction subjects, it is judged whether it conforms
to the pyramid trading form of Ponzi scheme with unfair returns, and the transaction characteristics of smart contract are extracted.
Secondly,a new ITF algorithm is designed according to the occurrence frequency of the operation codes of smart contracts in Ponzi
scheme contracts and other contracts to extract the characteristics of the operation codes that distinguish the Ponzi scheme smart contracts.
Finally , Catboost ensemble learning algorithm is used to train Ponzi scheme detection model. The algorithm emphasizes the relationship
between multiple features,and solves the gradient deviation and prediction offset problems in the training process of detection algorithm.
Compared with other algorithms, the proposed algorithm has higher accuracy in Ponzi scheme detection ( precision rate =0. 89 , recall rate =
0.78,Fl value=0.82).
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