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Bluetooth Health Monitoring Equipment for Anti—epidemic
Information Security Experimental Technology
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Abstract; Routine monitoring of vital signs for the general public anytime and anywhere has become an inelastic demand for epidemic
prevention and control. With the product advantage of cheap and easy to use, the household bluetooth health monitoring equipment
crosses the field to fill the medical inelastic demand, but it also causes security risks at the same time due to the lack of information
security certification of products. Focusing on realistic needs, it is found through literature survey that bluetooth device information
security experimental technology that does not rely on professional detection environment has become a new topic to ensure information
security for epidemic prevention and control. On this basis,we propose a modular, portable and lightweight bluetooth health monitoring
device information security experimental technology based on the personal mobile terminal " mobile phone + laptop" and give the overall
architecture and detailed work processes such as detection access, detection operation, packet analysis, security detection, etc, implement
four tests for access control,information confidentiality , information integrity and identity authentication for bluetooth thermometers and
bluetooth blood pressure monitors, which provides a new technical way to test equipment information security anytime and anywhere on
the frontline of anti—epidemic.

Key words: epidemic prevention and control ; bluetooth ; information security ;experimental techniques;network security

0 31 & AR AR AR R R R A
W25 5 0 A A, T 160 AR B B JR R AR 0 6 L 5 2 i A A 0 11 22360 505

AR ARSAS TG4 i QAR A AR A 2R B 5 42 5
2R KI5 B 42 (9 WA 75 SR T A 385+ L 1Y
WA AR A R AR S IR A R R R
S TR G A AR R T 8 5 FH ) 7 i (I 34 L 52

%5 5 #3:2021-06-28 &0 5 H#3.2021-10-28

Ko XEF G BT 9 b USR5 o B2
POLELA BT, A A 2 T B i 4
PR BRIE BT R G G AT A AR A
TH a7 ST (0 B0 i 2 (BRI 2 5 P 1 B

EE&TE : Pt R TR s vF T H (20206Y-221) 52021 4EBRPYAE A H— A RHRRR A BT H (166, BE#(2021)107 =)

EERM K 52(2000-) , %, W57 8] MR HLER A SHOR
HLET

AR T (1978-) 55 Wb RV, 00 050 I O B BT T



%5 1 W S B A B £ B AR - 131 -
FEATgRR T I 9 22 DM R APl 5 =R bl £ B TR

ANTTARIN B2 2 G G 2 fl B s 58 4
Tl SR AR R W5 B nl Ak it 2k J2= — 2R 2 1 B 4
“HVEZ R IRl B R B R R T i, 2
SR PN E A B M 3 6 69 15 1B, 22 A PRt TR 5 5 1 B
A B DU [ o2t 24 i M A T R o R
S ST R AR B 22 A ATEAR TR RIS A= 7 TR 5 7 i
1Y, i S B I R AR B S B R AR 2R
I > W AR RL B B R AR 5 AR i At IR e A e AT
{1 Tk 2 R P AR YA B ™ 2 A Uy, T — ol
T2 — 2N SO LA N PR I5E Bl nT B 32T
R SR A i R M 0 5 A 2 A G 6 Y S 6 R B
PRI B 47 15 S 22 A i) IS 75 R ] It ] 80 ) Ry
THEARALT™ i, DL BT W A f B e 0 2400 2 1 0
BAL TEH A

1 BEFERENZEEEREMTIR

P = 241 1 ( CNKT) 5 2008 —2021 48 [ 35 1) il
F PR SCHRGE TR, 20501 LA S B ) « ] 2 38 B 7 R0 4
RS 4 V=N i) Sl R V) Nl e o 5 N A .
AR Gl kR IS 2 2E AR SCER 23 & il SCk
] Y R SR SIS A3 B A B WA 1 £ e R R
RIBIUIR 5 s sk 1 i,

A1 BTk %A kA B L

WH5E F2 B Afkmgs WH5E 7 Il

T 5 8 i T i) B

ES.WiES 16 UNTIE KN T o) B
LREwT s R HIp 5 5k

AL R I ) 2

I3 ECKER7S 4 5 BT 2 W T ) B
SRkt 1R b2 F R 2

RUTTR 215 AR 1 T 1) S B

b Rl 1R T 18] 552 2k

IREEHCF 15 LB T[] 2

(%3t 4 7 :2008-2021 * IE %2 P} CNKI & 3 H37) )

(1) D B TR 1] LG T 522 4 B A, B =2 T 1) 52 B2
K7 Rl

ERKRE 2P B PEWT I SRR & HE 60.9%
P RE=A T, —RIER %, GRS 5
T3 77 4 R T A Ml 22 73 BRI ) B R DR AP B B 4
T2 A RS 2R A R i e g o e R
BAEM A A A O BRI R T I A AR RS
JeE P T AR i ) BSRD DR AP SR AT R BT P B AR
BAR RIAET R RO E R AT PUF
I IPL F %5 5 OB - DGIE DM A S8 B 1k AT 25 B 8

REFOR W 7 5 T 8 4 A A i) 3P e 23 i TR
LA PSR P L B B R R U BN
S A TR ik LR L 5T AR
S RE RN B A, 24 i EE 977 0 PR I8 BIF 5 T B T ) LS
B B EAR” 2 i R8T Uk & R B 5
“FH7 MELIE B3R

(2) Tl 22 A B AR R 55 T BHIFSE B AE 2
LRI,

WA A Z2 15 58 T35 Fitbit | B BE T R 5 W 4
A B I 1 B 22 R B E 5, — T T B R R
LRI ) 0 ] By Aol DR 2 3010 5 R T 2 Mg R R R R
- Fitbit #EA7 AT 28 BB 2 4215 B AASE 1) 73 AT AA
PRI BZES 55— 7 TR R B 5 BT S LB AL
T RN Sk 22 4 M SCHIE e il A v Ohy 52 B 20 B
TR 55 1) BRI, 49140 O A R 2 < S 3 T 0 Bk R e
B Ik A CPIN AR R A (7 35 552 56 96 Uk Jon [ ) 114 32
R AT Bl B AT ACHCB I vk T e L R By

MEARFHE T, b 3R 2 2 B 47 S 30 H R Ll 1
S BRAVEE 20 S BUAR R, AGE T RHIE A B AR
LI EF LTI T IR, HIRJFEENRHC, WAk
RARAE A A M DA T e 2 36 T A IR 55 P A
FA B ) A e AR AR TR A 485 e st ] 3t 5
b G 6 W 2 f M 0 8 45 1R B R MR SR R
SRR BB LR B2 A AT ST R HT IR

2 ETFNABIENEEREKRN LR
KR
2.1 BEZEE
TR BT | Btk B T AN RO L A D 35 £ T
Jr& TCAVURG I 512 56 1 B3 i D) R AR SR B T
AN hsm FHL+2EICA RN " FT sl (45 52
i b e AR R USRSt 85 3 NI S Y N L 11|
wE 1 foR,

R B LR PP
et ~ i °
il P
| &// Ak ‘ 2
| T @ -« If—— -
I 0
| [ 5 5 LB
oM ! | < U% ®
L et EF R ‘ L
] Je L=
—— | | 2
: : B LAY
L I —nE— @
Ve LI ‘ 2
[ _! \ -

W T ‘
Bl BIFemNEesEeasethbd KEREN
(1) I ik,




- 132 -

HHRHLEAR S AR

532 4%

TEBERE A WL Ak 2 AL P B2 55 IR
W A — RS NE B TAE NG RATE s 8  THF I
b o >R A 28 5 ORI A (A PR R A E A
HEREREAT PRI (T o 4 o SR S LR PR

(2) B,

PRIAR: B A i P 3 45 P A (e R A 0 i
i, S BN BN 25 LA i AR A S I B B
SRR, I B f SR 4 Sl a3 2 A2 i A A

(3) Kbk,

KA FHL+EICA R, b FHLE S R4 T

G APP 3% AN 0 R B8 T HLAT 3 U A A
“ERENG AT SIS AR I AR B R OF SO
Al REA T A 22 MR s R I 4 S, B A8 Bk B 2B
O H iR 38 4 Wireshark 45 7] R84k U053 A7 414 7 e
e SCHTHT e SCAEHL 5 e SC o3 B AH G A DT 55 R 22 4
PERZI
2.2 TiEidE

e A {5 1 B A I 25 R A K v g 1)
WAL E STEAERE, K 2 s,

B " ¢ comneet i ) |
3 e — nrf connec — — | = .
LALEZN - R TR BN i W
R B N S g 1
%ﬂﬂ'ﬁvﬁﬂ‘ﬁﬁﬁ 223 XposedHELE
BCEFHIRRAEE —— Hﬂ"ﬁ}i&%ﬁfg — SN T M
o l KB root KR
Z =9
i 4 s BTN F M KEY B AR PEUUTDA
FHAPP S B & SR I ARNEEAT HR
A fibtsnoop_hci. log
N Wireshark
BCEBBATHE — LZERA MU T R —_— CPAS
N l *¥$btsnoop_hci. log {4 ARYE H b4 HEUUIDIE
RGBT ——— " g mwp TR || SRmEEE
SB=: l
;8% i) T [ | — [ % |
B g
HEAT RS — = Bivﬂ;ﬁjﬁi — | Bk | —| G
H R4 B S AR Bk | — | AR
valuefti % SR || B
e B K P TR 435 _ Bk TR — | nrf connect@®E{ TH
l nrf connecti# BN
H BRI . SFTARSCAT 1 B
2 . A o - 7
ZEMHR | TR R ﬁ@%ﬁﬁ
HRBIRM L SHINE
B2 mES5#HEME

(1) KIEEA

PRI By Pl BE T TF A A PERE BT, #
VEdm FALBAT W 3 1 3% 4% APP (4940 nrf connect) ,
S AR BRI 58 4 76 W A B 18 T B 24 PR, L%
ZFRA DA MAC Hudik, 285 BT B X5t ik 647 %
ERI A

(2) K484

KT FHL“ btsnoop_hci. log+MX i e (1)
M4 A . btsnoop_hei. log /& Android R4t H sl 4= i
AR A A WSO TE Sl A S T LI AR A T AT £
it SCREXS W hei DL PRMSUZ A9 VRS 5307 s MX i
PR Android RS Xposed AEZLL AR B AL 254 i A0 )
WA M Ss sk B UG IAEE . FHLR ST
J5 %4 Xposed HEZRIFI24T MX W5 A BB SRS Wi, 3R

53 BARFHME UUID {ERTGS BEE A 32505 N 28 RS
W% HARFEE UUID {5 Bluetooth SIG & M “ b i
Characteristics UUID A% ¥EAT Hb XF 25 £k, 75 100 241 7 G
SXEREREWMENE, « btsnoop_heci. log+MX #
FAEER” A L EN-dongle 55 & F5 £ B L S0 1 H R
SRS P T — AR Lol A SRR

(3) 3o,

R 484 3 B2 T 3R EBUAY btsnoop_hci. log F2& LABLAS
AT R AR ORI S i 2 e, HURRE T AL
O3 AT T EGEAT TR ST A BER LB vl 122 1 R LA
o S, R ¢ Wireshark + CPAS” ¥ Wireshark 45 14
B M B 2R A RN CPAS ST N A SRIE S
M R 25 G L S B0 HARZIRE UUID RS e & fir
SFUREEHR ST



%55 3]

5 SN ORI A R N I A 1R

BZELEH AR <133 -

B, R [F B B 1T Wireshark 5 CPAS , K5 #541E vit
FHL=H 5 4L H & btsnoop _hei. log 5 A HL i,
LG I A B B3R A 19 H AR R P UUID DS e i 32
SEDLHLSC; SRS, Bl Wireshark il CPAS ] 1% 1% 4%
SRR R W SCA A, A R B S i WU o — 20 2 B H A s
PEE IS AR (value (EFI AR (E 55 G815 2 s IS
i CPAS SEHUN I A H A S5 4R ST b,
VR S A%

(4) AR

TR 11737 b A 26 B 22 1 R 2F it B ) 8 %, e
BT AL+ IO A U T Ll A I B, 92 9
R AEHEIE LA A TS A TR B AR B A A ) 2
O ZSCBETT DU X2 A 0T, 43 R A
P A5 B AR B 58 B AR R B O AGIE, JE A AL
oA 5 A R M I £ T AR R AR 15 R 2 A I BE |

e A AR T P T HLIE e AR 1545 1 155
LR K FALIE 75256 APP (0 nif connect ) &1
RGN 15 5 7 A ke i i P e AR SR, ) T 22 i ) o
A A B R SEBU B A A P AIE S5 4%
VN2t R Sy 3 alll 8

F IR A I AL AR S Rl I 35 4 A0 1R
3¢, R FHAE 1A v i vT A T R e i SCN 2, 40T
S IS  F AR RS ORI 2 S B i )
e s AR R S0 B IR M Y 2 A A

TR SR AR SO B B A TSI T B
BT FHLELLS APP ({540 ; nif connect ) TE A £ 3 A1 I,
T T RGN R A S kAR TR | A2 B SO R AR AR S
FN WAL 2 A RE R 45 B T SV AT A5 1, 55 I 0 £
PRI RSB IR 5 B e PR 2 R PRI

SOy IE A FHLAE Sy o 8] AR P FHL S
RIAGH I 5 5 38 5 e SO B A7 FOCT B (A0 nef
connect ) [ 8% K I 15 8% A 1% AH [R) 41 3C, F1) FH 358 & 48 5]
AR AR P A il 2 R DL R IR DT 1) A
B, ST B 43 R0 AL ] 45 B 3 IAIE 19 42 42
Lioalll8

3 BEFERENE&EEEXEMESIE
BN T T 8 64 0 A IR T L R AR 2 A

TUPE A A e M DN 35 28 1 DA ARSI 8 78 T R e A9
il A5 B PR A5 B 58 BN B (U GIESE DU ISR I
3.1 KR
FIFHFHLIZLE APP (BN 2 nrf connect ) X 45 46 0 15
7 R TR R T P TR RS B A A T 5 3 e A 3R
T3 W A5 4 ST AT S PR 28 P AG TN 5 58 T 7 79 o A
HUE R Y SR U RS RSIRE AN A & S R 8

SEPOEE o0 O 2 i S B BSE R R B A IE A
| S E AR NN E 3 Fﬁmo

Ll —B—

Ko '&ﬁmm fﬁ
|
s B R

3 X

=4
28

|
1
1
1
B
1
1
1
I
1
1

ﬁﬁ#ﬁ%ﬁﬁ?iﬂ){

&

3

s} %
] - ] [N}

B3 i RIIEI
TESLH T S0 B 4> TAISEUNR 2 B,
K2 FBRE&sIALK

PUE 3 5L [B&-RILESH

1' A

& wk

W ik

Bluetooth 98:DA:30:08:C3:74
Thermometer

Yuwell-BP-YE8900 C0:30:00:23:49:91

& R ) it Redmin 5A D8:32:E3:94:CD:23

3.2 BFRENENEZEENEERREIH
3.2.1 #BAIH

THLIH: APP nrf connect AT HEASERIRM . 31X
S TN BB FE R ARl A B
O JER AR — 2 A A T A R
EMSCEZ PN IIRE ; R T AR N T 5 2% T 4%
LR AR 5 =R AT B A T Sk
5 H PUIER W A &, LIRSS SRR, nif connect
e AT K A 5 150 4% T 3% 42 I W T e 52 5
WA= T ARSI R PO IE S T B, 4
Fis

nrf connect

g‘ ‘ !
: |
S :
CONNECT | DISCONNECT

[
I
! RRAR
I

5

B4 AT

3.2.2 fZAERENR

(1) RS Hr B B H i 2 1 e 3 224 i b [ 14

fE & A] AR 1 0x0031 , % % Current Time ., UUID 18
00002A2B MY E#AEREME , B A WA TEMR ST L S %
By, AW R FHUEE R TR [E] 35 A 2020/11/16/
22.53.32 X MX #5 I Ar 417154 k7 :00002A2B
5 . E4070B10143520000000, &7 543 A7 15t 7S 1 i
TR A4 E4070B10143520000000 X 1+ 1E i1 & 7
Yy IFR] 2020/11/16/22:53 .32,

(2) 3 A B B H A ik i 000 430 A 3 5 i



134 -

HEPLH AR &R 32 %

Iy fE R AR 0x0012, UUID {& 4D540001 B4 1
AWM 55AA090100017A0185 , B i #5 XA 75 &
Bluetooth SIG & X Y “ #5 # Characteristics UUID 2
F& 7, JOTE AR, MRS 2 iR (Gl i B AR IR
AN A S AT ), S E A A R
37.8°C, PAM G 15 B IR % P AR BE R S B dn 1 5

B

Bluetooth N

Bluetooth HCI H D¢ B M

Bluetooth HCI ACL Packet

Bluetooth L2CAP Protocol
v Bluetooth Attribute Protocol

Opcode: Write Request (8x12) —> BIEAE: BRME
[Hendle —ox@031 (Current Tinell—» 315 &)

Year: 2020
Month: 11

Day: 16

Hours: 22
Minutes: 53
Seconds: 32

Day of Week: ©
Fractions256: @
Adjust Reason: 0x@@

— SARE

.. 45.62..[localhost ()| EB:BG:GQ:ZSN ATT 22 Sent Write Request, Handle: ©x0031

Frame 460: 22 bytes on wire (176l bits), 22 bytes captured (176 bits)

Hifk

©O i []

3 5

Ll

Bluetooth — ggiomiy  Fl
Bluetooth HCI H4

Bluetooth HCI ACL Packet
Bluetooth L2CAP Protocol

v Bluetooth Attribute Protocol

.. 147.5.[remote () | [localhost ()]ATT  21Rcvd Handle Value Notifil
Frame 144: 21 bytes on wire (148 bits), 21 bytes captured (168 bits)

Opcode: Handle Value Notification (@x1b BIEAR. B
Handle: @x@012 (726574656d6f6d72656874000100544d)

Value: 55a2a090100017a0185 | &G FiBAE

POPSAIL

A5 ZEREMRER

3.2.3 B TEES L HINE

(1) X5 A M 3T 15 B S8 B PEAG

MX B S B B R Y R R R CE TR ) R
00002A2B 5 ; E5070218152E18000000 , 1 45 = Hij & 1%
SR R B 1] 2021/2/24/21 .48 .24 B i nrf connect
] ) 4 {8 0x0031 ., UUID {H 0x2A2B A9 4E Pk, 5 A
E5070218152E18000000 , ML£ 1fil. H 31 24 Aij B 8] S #% 2k
h2021/2/24/21 148 :24 | 5 S Hij LS TENAF  BaE 1
BB A R A5 B o B e IR sl 6

7N

FH AT oS ] A T AR AR S T AR IR
FA CH B b, T LR RS AR A A B
iG] A A% (B 0x0031 , UUID fH 0x2A2B (Y FEPES A
F3070312152118000000 , ¥ 7 Ifil. J& 11\ 7 B[] 9 B 2k

Sh 2035/3/18/21 .33 .24,

(2) XA WSy B A3 DA TE A
AT B Be A A U W D 4SS AR Sy ) A
0x0010 , UUID f# 4D540002 &9 ¥ ¥, 5 AN A N
5522050105 , DI RE > 15 B 1A Tt 4 4 BRIA{H (37.8C)
FHLuts APP FHZFFES ABL(E ) , AR M A 25 i F
HLid 1 A AR {A 00012, UUID {H 4D540001 ) H:ME & 1%

— 418K 55AA090100017A0185 F4 3 A1, B 7E 12 B4
VLRSI B B A PR 1 37.8°C . LA R LRl AT B
it

Yuwell BP-YE8900| —_— O o X

0-30-0 4
00002A36:##1:1E 1E 00 FF 07 FF 07 E5 07 02 18 15 2B 32 FF 07 00 10 00
00002A36i##1:1E 1E 00 FF 07 FF 07 E5 07 02 18 15 2B 32 FF 07 00 10 00

00002A2B5:E5 07 02 18 15 2B 2C 00 00 00

e T B

EHfiFFC0:30:00:23:49:91

P FC0:230:00:23:49:91
D () EREE 5 & (2> Wi D
= MXEFIE — O @ X

(00002A2B5:E5 07 02 18 15 2E 18 00 00 00
(00002A2B%5:ES 07 02 18 15 2E 18 00 00 00
[6) )47 {&0x0031, ULUID

moazBaristms A [ ESSEE BRI

E5070218152E18000000 [ FETRepvapvspre

B6 7kt z 8 7 EMAAR

HETHL APP 3 B SR TR R A 37. 6°C, [F] B
MX 5 A B e i 7R T B ) A I 0 S5 o g AR
0x0010, UUID f{H 4D540002 #y 4% ¥ 5 A
55AA09020001780184 ( B 2 W ) . SR J5 Al A nef
connect ﬁéiﬁﬁi/ﬂ}{ﬁ(ﬂlﬂ ﬁ(, rﬁl /EJW‘“E 0x0010 s UvuID ﬁ
4D540002 (4TS A 5522050105 , ¥ 47 BE i i i, &
P& fioh 2 1 AR TR R IA(EL (37, 8°C ) TIBE . MX 5 F
AR I 7R AR W DU ASC P 1) = HL3E  A) A 1EL 0x0012
UUID fH 4D540001 % #¢ ¥ & & H N
55AA090100017A0185 F438 A1, ik B F e e o B A 1k
TREARAE T B N BN 37.8°C , &5 A T-HL APP W [ 46
E, 55 TS RAR ) | A U i (e o il e &2 R
37.8°C, WKl 7 PR,

NOT BONDED CLIENT SERVER

20:26:55.218 Disconnected

20:27:06.456 [Server] Device with address 98:DA:
30:08:C3:74 connected

20:28:12.002 Disconnected

20:28:12.624 Connected to 98:DA:30:08:C3:74

20:28:13.231 Services discovered

20:28:35.566 Data written to 4d540002-0074-68
65-726d-6{6d65746572, value: (0x)
55-AA-05-01-05

20:28:35.566 "(0x) 55-AA-05-01-05" sent

20:35:53.687 [Server] Device disconnected

20:35:53.72:
576 BT BB

20:35:53.727 Disconnec]

21:16:23.031 [Serveg}Device with address 98:DA:
(A8 #37.5 ~ 39.02 ) 30;08:C3:74 connected

21:16:23.097 €onnected to 98:DA:30:08:C3:74

21:16:23 Services di

[21:19:31.814 Data written to 4d540002-0074-68

65-726d-6f6d65746572, value: (0x)
55-AA-05-01-05
1.814 "(0x) 55-AA-05-01-05" sent

nce ve(

nnnnnn

NOT BONDED
UUID: 0x1801 _
PRIMARY SERVICE  [8) AJHHOX00105 N\

55AA050105

EFHlappinEF/FEREREL A
37.8C

Unknown Service

37.8

|»

(TR E37.5 ~ 39.028])

Unknown Characteristic +
UUID: 4d540001-0074-6865-726d-6f6d

%

B 7 ARG Ay A



%55 3]

5 SN ORI A A R MR D A 1 B R R - 135 -

SER AW MR A Bk = B Oy DA IERILR] , JC
VRPN AR TR AR Bl H AR A 5 R
B DAUE SRR s 1 A A0 L E Hm A

4 ZRIE

B Tl B M AL 4 B 3 DE ML) 0 25 15 i
B0 Bl A 1) B e PR RIS BB % A B R T
RO A BRI IR R AR A i e i A A
B 12 A T A P 7 R 0/ 7 o A I % S
T, U/ W R T 5 1 DR

S Aok 0 S T o 244 W () 5% 4% 1022 A M A 7
SEIGHRTE S HTRT RS [ e S [ 7 b 1 B 7 5 4% 14
WAL JF AT R R RS 00 hk g B
922 A PRSI | Al i R 4% 2 4 A B0 P oF fit B
WA £ o o 0 5 4 22 A VAR A T R AR I T4
BRI SEIHAR R IRHPE MR 8 %4 SR
AR,

S Ak

(1] BE S PBMEARLE L E B py LT ]. PR,
2017,7(8) :63-64.

(2] JrsZE g U, MR, WP (A X B B i O e
SRAHI]. 7 TUAERE4%,2013,34(1) :86-88.

(3] WiTAGFFAE BALT. WiTl e iR« B [N].
[ H, F-412 ,2020-03-06 (003 ) .

[4] David Su. 2021 44y 5% R 45 dek & Ji fa S5 ) . Jo &k BB+
AR AR I]. Rl S AR RGN, 2021 ,21
(4):92.

[51 0777, XU, B2 B, 45 T 28 5l 1% 4% 400 (8 20 S B0
A2 BRI [T, THEEHLIL A ,2019,39(7) 1 1985 -
1990.

(6] T Ik, 8%, RS, % 5T JmMon e Sk i n] 20 i
WHRRGBFARI IT LR [ 1], 17 B W 44 42,2018
(6) :77-84.

(7]

(8]

[9]

[10]

[11]

[12]

[16]

£ R XIRRE, R A 4E ST PUF A IPL 9T 2E %
AR FNEDFLL )] . il 5412, 2017,38(6) :127-135.
BB B —A AR . S B R R e e SR
[J]. RY7E#4R 201426 (4) :897-902.

X OBR, AR, TR AE T ] SRR A B A
BRI EOR R [ 1], IR T 5 A R ,2018,55 (1) «
14-29.

AN R M MY TR S T A R
REBlZ PRI [T]. 15 B M4 % 42,2019,19(10) : 16-
23.

BN S, AR P UL SRR AT KT
FEETZRTmEART]. R A 5 K RE,2020,30
(11):111-116.

GOMEZ C,OLLER J, PARADELLS J. Overview and evalua-
tion of bluetooth low energy: an emerging low—power wireless
technology[ J]. Sensors,2012,12(9) 11734 —11753.
RETFBMR. —REATFEH AR 5%
PLLT). AL AR S & ,2011,21(7) :206-209.

WANT R,SCHILIT B,LASKOWSKI D. Bluetooth LE finds its
niche[ J]. IEEE Pervasive Computing,2013,12(4) :12-16.
PALLAVI S,NARAYANAN V A. An overview of practical at-
tacks on BLE based 10T devices and their security[ C]//2019
Sth international conference on advanced computing & com-
munication systems (ICACCS). Coimbatore ; IEEE, 2019 .694 —
698.

LOUNIS K,ZULKERNINE M. Bluetooth low energy makes "
just works" not work[ C]//2019 3rd cyber security in networ-
king conference (CSNet). Quito;IEEE,2019.:99-106.

FoE R LR L AEXERINE RIETE S AT Y
BEHEFFELT ] B S K ,2020,30(1) :94-98.
DIAN F J,YOUSEFI A,SOMARATNE K. A study in accuracy
of time synchronization of BLE devices using connection —
based event[ C|//2017 8th IEEE annual information technol-
ogy, electronics and mobile communication conference (IEM-

CON). Vancouver:IEEE 2017 :595-601.



	封面
	页 1
	页 2

	封面
	页 1
	页 2


