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Abstract ; In the classic RFID system, the data exchange between the reader and the server can’t meet the growing needs of people. The
emergence of mobile RFID system can solve the dilemma of the classic RFID system. In order to adapt to the application of mobile RFID
system, it is necessary to design a mobile two—way authentication protocol to ensure the security of wireless information transmission
between server and reader. In this paper,a lightweight two—way authentication algorithm for mobile RFID system is proposed, which
encrypts the sent information based on pseudo —random generator. In order to ensure the freshness of each round of messages, all
messages are mixed with random numbers when they are encrypted, so that the value of each round of messages is different. Because of
the randomness and mutuality of random numbers , there is no correlation between the front and back message values, which makes it more
difficult for attackers to crack. The analysis of several classical protocols from different types of attacks shows that the proposed algorithm
has good security performance, and can make up for the defects of other algorithms. From the point of view of the amount of
computation, it is pointed out that the time complexity of the proposed algorithm is better than other algorithms.
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