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Security Detection of AES Encryption Algorithm
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Abstract ; Side channel attack (SCA) is a new cryptanalysis method , which mainly obtains ciphertext information through various leakage
information generated by encryption software or hardware during operation. Among them, correlation power analysis ( CPA) is a
relatively powerful attack method, which can be used to realize the security detection of AES encryption algorithm. CPA needs to guess
the key hypothesis, and then according to the energy trace collected by the oscilloscope ,the Hamming model with data correlation is used,
and the Pearson correlation coefficient between the actual energy value and the assumed energy consumption is calculated ,and the Pearson
correlation coefficient is used to judge the correctness of the guess key. CPA can limit the calculation result of Pearson correlation
coefficient to between [ —1,1] and the CPA process has its own standardization , so there is no need for additional standardization of data.
In addition, we also use Python’ s Pandas library and style method to characterize the results obtained, better realizing the relationship
between the correlation coefficient and the correct key. This case uses NewAE Technology Inc “s chip physical attack platform
ChipWhisperer to implement CPA attack to detect the security of encryption algorithm, and successfully cracked the preset 16—byte key of

AES-128. The experiment shows that CPA has a significant effect on the unprotected AES encryption algorithm, and can detect the

security of the AES encryption algorithm.
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