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Abstract: Aiming at the problem that Qu Juan et al. points out that the identity authentication protocol has security risks or problems to
be discussed using fuzzy extraction technology and Chebyshev chaotic mapping algorithm to give a comprehensive security analysis of an
identity authentication protocol,we propose an improved identity authentication protocol based on fuzzy extraction technology in multi—
server environment. In this paper, different algorithms are used to encrypt the privacy information with different security level
requirements , the data with higher security level requirements are encrypted by fuzzy extraction technology, and the other data are
encrypted by reverse traversal combination operation. Fuzzy extraction algorithm belongs to lightweight encryption algorithm,and reverse
traversal combination algorithm belongs to ultra—lightweight encryption algorithm. The combination of the two algorithms can reduce the
overall calculation of communication entities on the premise of ensuring security. Reverse traversal combination operation is a kind of
ultra-lightweight operation designed by ourselves in this paper. The algorithm can be based on bitwise operation. At the same time, it
can mix in the Hamming weight of each encryption parameter’s own inherent attribute , which can reduce the introduction of parameters
and increase the attacker’ s cracking difficulty. From the perspective of security and performance, the protocol can reduce the total amount
of computation as much as possible on the premise of ensuring security, which is suitable for low—cost smart card.
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